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In response to a request by the Program Executive Office for Standard Army Management Information Systems (PEO
STAMIS), the Logistics Management Institute assisted in a study to improve the deployment of software-intensive systems.
We conducted structured interviews internal to PEO STAMIS and with PEO STAMIS customers to survey current prac-
tices. We also surveyed several commercial organizations and identified a number of best practices, 16 of which were appli-
cable to PEO STAMIS. Eight of these practices already existed within the PEO; PEO STAMIS product managers had
also created internal best practices well tailored to their environment. The problem was not lack of best practices inside or
outside the PEO, but the lack of sharing and replication of best practices across product offices. The methodology developed
as part of the study should be of use to other organizations dealing with similar problems.

esponding to a request by the United

States Army Program Executive Office
for Standard Army  Management
Information Systems (PEO STAMIS), the
Logistics Management Institute (LMI)
assisted in a study to improve the deploy-
ment of software-intensive information
management systemst. At the time of the
research, PEO STAMIS was responsible
for nearly 40 retail information system
products for the U.S. Army and other ser-
vices.

The products spanned a wide range of
functionality and geographical distribution
both inside and outside the continental
United States. Examples of the kinds of
systems for which PEO STAMIS was
responsible included the Standard
Installation/Division Personnel System,
Unit Level Logistics System, and the Joint
Computer-Aided Acquisition and Logistics
System.

The following are two major research
outcomes of interest to the general soft-
ware community:

» Development of a deployment process
model applicable to both government
and commercial practice.

 Identification of a set of at least very
good (if not best) deployment practices
applicable to both military information
systems and the commercial realm.

This article describes the deployment
process model and provides the best prac-
tices. [The full model is available at |the
CrossTalk Web site <www.stsc.hill.
af.mil/crosstalk/2003/06/forbes.html>.
We obtained the basic data primarily via
structured interviews of PEO STAMIS
Program Management Offices, PEO
STAMIS customers, and a number of com-
mercial organizations outside of the
defense industry. The interview questions
that led to the validation of the model con-

structs and the definition of the best prac-
tices are also available at thg STSC Web site.

June 2003

Background

The PEO STAMIS vision was to be the
warfighter’s choice for leading edge, inte-
grated, global information solutions
across the operational spectrum. The per-
ception of the PEO and its customers
was that processes within PEO STAMIS
for deploying hardware, software, and
training — and sustaining them once
deployed — were interfering with the real-

“The end result was
often customer
dissatisfaction — much of
which was attributable to
inconsistent and
sometimes ineffective
deployment practices.”

ization of the PEO STAMIS vision. Each
product manager used product-specific
processes for hardware and software
fielding, system training, and sustainment.
The end result was often customer dissat-
isfaction — much of which was attributa-
ble to inconsistent and sometimes inef-
fective deployment practices.

The objective of the LMI study was to
give the PEO STAMIS several potential
strategies that would improve fielding and
training, sustainment, customer satisfac-
tion, and reduce life-cycle costs. The LMI
was asked to perform five tasks to fulfill
its part in the study:

» Survey selected projects to assess cur-
rent deployment practices.

» Selectively survey user communities to
determine their satisfaction with the
current practices for transitioning sys-

tems to operational use.

» Selectively survey commercial organi-
zations to determine their approach to
deploying systems.

» Determine commercial practices that
improve usability and reduce time and
resources during deployment.

» Determine a set of best practices for
deployment and improving usability.
The survey of commercial practices in

use by successful companies was consid-

ered to be an important element, since
customer satisfaction is recognized as
essential to their continuing success.

Methodology
To provide a consistent framework
against which to compare the various
PEO STAMIS offices’ and commercial
firms’ practices, we created a three-stage
(initial, intermediate, and advanced)
deployment process model. It comprised
16 general areas (such as computer hard-
ware, software, architecture, and training),
nine of which are further broken down
into sub-areas, comprising a total of 32
categories. Many, but not all, areas have
sub-areas. Three levels of ability (initial,
intermediate, and advanced) further char-
acterized each area and sub-area. A listing
of areas and sub-areas is provided in
Table 1 (see page 18). We obtained infor-
mation using interview questionnaires
keyed to the deployment process model.
In our deployment process model, the
initial level is characterized by ad hoc
practices. Very little planning is done, and
situations are addressed as they arise.
Also, little or no consideration is given to
identifying potential risks and implement-
ing practices to avoid them. The interme-
diate level is characterized by some degree
of planning, although a number of activ-
ities are still addressed informally.
Organizations functioning at this level in
a specific area are getting by, but their
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Commercial and Military Applications Meet

Area Sub-Area

Hardware Upgrades
Hardware and Software
Compatibility

Failed Hardware Component
Replacement

Computer Hardware

Hardware and Software
Architecture

Hardware

Commercial Off-the-Shelf
(COTS) Software
Application Software
Architecture Standardiztion
Form of Architecture

Application Software Update Planning
User/Maintainer Impacts
Evaluation of COTS Software
Assessment of Impact of
Changes

User/Maintainer Knowledge

COTS Software

Training Planning for Training
Training Delivery

Training Records Database

Installation Policy User Installation of Personal
Software

Control of Software Used

Interfaces with Other Systems
Security

Metrics

Costs

Configuration Management
Quality Assurance
Deployment/Support
Organization

Experience

Use of Service Level Agreements
Involvement in Development
Process

Help Desk Initial Deployment and Changes
Integration
Use of Test Beds

Regression Testing

Test Bed

Documentation Updates

Table 1: Process Model Areas and Sub-Areas

actions are not as effective as they proba-
bly could or should be. Detailed planning
and risk avoidance characterize the
advanced level. An advanced-level organ-
ization is focused on functioning as effec-
tively as it can.

We initially populated the deployment
process model based on our understand-
ing of what the functional levels would be
for each of the areas or sub-areas. We set
forth our perception of what practices
would exist for each level of the model.
We then used the interviews with com-
mercial participants to validate this model.
The complete process model, together
with the typical practices at each level, is

too large to include in this article; howev-
er, Table 2 illustrates what a sub-area
looks like. The complete model can be
viewed at the CrossTalk Web site

<www.stsc.hill.af.mil/crosstalk/2003/06/
forbes.html>.

Participating companies included a
biotech firm, a systems integrator, an oil
company, and a major producer of com-
mercial software products. For commer-
cial firms, our interview technique was to
ask the respondent one question for each
area or sub-area. For each area and each
level within the process model, we asked
the respondent to describe practices fol-
lowed by a typical organization within
their industry. Our intent was not to make
the questions specific to the company, but
to have the respondents characterize what

““One result of this study
was the determination
of a set of good
deployment practices
that have been applied
not only to military
information systems, but
also to the
commercial world.”

they believe the model would look like
based on common practices within their
segment of the industry. This was done
for two reasons:

» We wanted to validate our model con-

Table 2: Example of the Practices at Each Level

Area Sub-Area Initial

Intermediate Advanced

Hardware and
Software Compatibility

Computer Hardware Executable

configuration
compatibility is

software/hardware

Hardware upgrades

evaluated for performance
impact:
¢ Proposed hardware

Executable
software/hardware
configuration compatibility
is considered for initial

considered only for
initial system
definition. Little or no
planning for
hardware upgrades
exists. Effects on
compatibility usually
not assessed when
upgrades are
installed. Little
thought is given to
compatibility across
a wide area

network (WAN).

system definition.
Planning is cursory. Effect
on compatibility is
assessed at installation.
Certifies each component
separately and
individually, but not the
entire environment (whole
system). Testing is
performed at a higher
level. There is some
understanding that
compatibility across a
WAN is required, but
thorough testing does not
occur. Some ad hoc
testing would be
performed in addition to
planned testing. Some
incomplete
documentation (e.g., test
scripts for the new
hardware).

upgrades are planned in
advance and analyzed for
impact on performance
prior to installation.
Components to be
installed at a site are
tested beforehand for
compatibility. Scalability
and load tests are
performed.

Total system is certified:

Proven certification that
hardware component and
software work together.
The whole environment is
certified, not just the
hardware or the software
provided by the vendor.
Certification team puts in
the time up front to
ensure connectivity and
compatibility across all
parts of a WAN.
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structs.

» We wanted to ensure the respondent
would answer all the questions and
not opt out because a response could
or would reveal proprietary practices.

Results

The results indicated that the deployment
model the LMI constructed reasonably
represented the various levels of maturity —
or capability — indicated by our model.
Some changes were made to the model
during the interview process. The bulk of
these changes resulted from additional
characterizations of the levels proposed
by the interviewees.

The interview process identified 16
commercial best practices, all of which
were applicable to PEO STAMIS.
However their relative merit was not clear.
As an aid in implementation, and in con-
junction with the PEO STAMIS staff, we
evaluated the best practices against the fac-
tors contained in each of the seven major
areas of the deployment model and then
integrated the results to create a prioritized
list of best practices. (Evaluation was
based on the multi-attribute utility method,
i.e, we assigned scores to indicate the
importance of each practice to each fac-
tor.) We also confirmed that eight of these
practices already existed within the PEO.
However they were not widely shared or
replicated from one product to another.

It should also be noted that although
all best practices are in use by commercial
firms no one firm used them all. In some
cases, a given best practice was identified
as being used by some of the respondent
companies, while others indicated a desire
that their organizations use a similar prac-
tice. Consequently, one of the results of
the study was to develop a list of best
deployment practices useful in industry.
Table 3 lists these best practices.

Interviews of PEO STAMIS product
offices demonstrated that no product was
totally situated in the initial, intermediate,
or advanced stage — all had a mixture of
characteristics from more than one phase.
Although there may have been some unin-
tended inflation in our results, intermedi-
ate and advanced stages dominated. Of
particular note, product managers had cre-
ated internal best practices well tailored to
the PEO STAMIS environment. The
problem was not lack of best practices
inside or outside the PEO, but the lack of
sharing and replication of best practices
across product offices.

Recommendations
The LMI recommended that PEO
STAMIS implement a process improve-
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ment effort that emphasized replication of
best practices. We identified and evaluated
five potential strategies. We also recom-
mended implementation of a collabora-
tive process improvement strategy that
had at its foundation the best practices
identified by this study and the deploy-
ment process model created by this study.

The deployment process model can pro-

vide a uniform groundwork for product

manager self assessment, an essential ele-
ment of improvement

A collaborative strategy meant its execu-
tion included product managers, PEO
STAMIS headquarters staff, developers,
and users. The product managers were
closest to the customers and in the best
position to understand real-world prob-
lems that needed to be solved. The head-
quarters, on the other hand, was in the
best position to see across products and
facilitate replication of best practices.
Developers had the best information on
functionality embedded in applications.
Involvement of user representatives was
essential so users could understand what
was being attempted, how it was being
approached, and how it was expected to
effectively address their needs.

We recognized that the PEO could not
attempt to fix everything at once; organi-
zations can absorb only so much change at
one time, and not all changes are equally
beneficial. The working group the LMI
supported identified four initiatives that
appeared to lend themselves to early
implementation and momentum building.
These recommendations included best
practices that were very comparable to
some of the best practices used by com-
mercial organizations:

e Use of one particular product as a
pilot vehicle to develop a template for
replication of best practices. This
product was early in its life cycle and
was controlled by one of the PEO
STAMIS directorates, minimizing the
lateral coordination that would be
needed.

* Replication of the Systems Extension
and Acceptance Team (SEAT) fielding
practice for other products. This was a
PEO STAMIS best practice. The
SEAT concept is essentially a team
that is responsible for planning and
implementing the deployment of sys-
tems, but was only used for a limited
number of systems. Users specifically
recommended expanding the use of
the SEAT methodology.

» Expanded use of an existing test labo-
ratory for retail-level systems. This is a
practice consistent with the use of test
beds by commercial organizations to
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Best Practice General Area Sub-Area 12, °f.
Companies

An asset management system exists, documenting in detail what Computer Hardware All 3
hardware an_d s_oftware are deployed, who is using it, and what ‘Application Software Al 3
problems exist in order to know whose hardware to replace. A
change control system is utilized with the capability to back out of COTS Software Assessment of 3
previous changes, if need be. Testing, staging, and burning in of Impact of
parts are performed. They collect and use system utilization Changes
statistics, do performance monitoring, document process flows, and Installation Policy All 3
do capacity planning. A set of tools is utilized (for example, Tivoli or
SMS) to keep track of installed base, and to use that information for
planning for upgrades, replacements, updates, and revisions.
Have a centralized organization with a manager charged with the Hardware and Architecture 1
responsibility for ensuring that architecture is defined in a common Software Standardization
way, establishing policies and procedures, and filtering all acquisi- Architecture
tions and installation of upgrades, replacements, updates, and
revisions, to ensure that the integrity of the standard architecture(s) is
maintained. This organization is also responsible for deployment and
maintenance.
Promulgation of a mission statement concerning architecture: Hardware and Application 1
"commonality as possible, and unique as necessary." Software Architecture Software
Rotate people from development into maintenance and back again to Application Software User/Maintainer 1
ensure that developers properly incorporate the needs and concerns Impacts
of maintenance into the development effort.
A specialized product usability lab exists comprised of super users to Interfaces with Other N/A 1
test out changes. Lab emulates or includes all system interfaces (at System
minimum, 85% - 90% of the interfaces for very complex systems
where replication of the total system environment for all applications
would be extremely costly).
Utilize test beds to prove that hardware and software components Computer Hardware | Hardware and Soft- 2
work together. ware Compatibility
Support, development, and information technology organizations fall General 1
under the same executive management. When organizations are Recommendation
closely aligned, you can have successful customer alliances.
Make the developers of the system be the first user community. This | Deployment/ Support Involvement in 1
has two effects: (1) it makes the development organization more Organization the Development
careful in the development process, since they know they will have to Process
suffer through the initial rollout themselves, and (2) it makes the turn-
around time faster for correction of any initial deficiencies.
Security testing is planned. A developer's identification is never used Security N/A 1
as part of system testing to log on to the system when testing the
security provisions. Full security testing is performed using
production identifications. A security group exists and is brought in
as part of the test planning process. Planning and results are
reviewed and approved.
Automation is used to determine if unauthorized software has been Installation Policy Control of 2
installed on a workstation. Involves census taking at logon, Software Used
automatic deletion of unauthorized software, and messages to the
user that the software has been deleted.
A portal exists that everyone on-line has to go through several General Topic of N/A 1
times per day. Informs people of changes, scheduled outages, bug Communicating
patches, etc. Changes
Creation of career paths for help-desk personnel. Help Desk Integration 2
Use of standard architectures provides capability to establish better Hardware and Architecture 1
pricing arrangements with vendors. Software Architecture| Standardization
Use of a central organization to evaluate new technology. New Hardware and Architecture 3
technology cannot be introduced into the architecture without their Software Standardization
approval. Architecture
Use of a three-tier help desk. Third tier is organized by line of Help Desk Integration 4
business (latter aspect was cited by only one organization).
Use of technology to facilitate help-desk functions. Use standard Help Desk Integration 2
tools for self-help; implement self-help tools and computer recovery
tools that provide front-end help to the help desk. Web-based,
integrated with call center, interactive Web site to report problems.
Integrate asset management tool with help-desk problem reporting.

Table 3: Commercial Organization Best Practices

ensure the compatibility of system
interfaces. Broader use of this labora-
tory would facilitate a common
approach to testing.

» Replication of the three-tier help-desk
architecture vision of the Global
Combat Support System-Army across
additional products. This architecture
had the preferred modern features of
an excellent help-desk capability.
Deployment of operational or produc-

tion information systems is a process that

many organizations do not always per-
form well, whether or not we are talking
about governmental or commercial organ-
izations. Hopefully, such organizations can
benefit from the results of this study. We
believe the deployment process model and
the interview guides — because they were
intentionally constructed to span govern-
ment and commercial practices rather
than those specifically within the sphere of

PEO STAMIS - can be valuable to enter-
prises other than PEO STAMIS. The
same is true of the best practices we iden-
tified: One result of this study was the
determination of a set of good deploy-
ment practices that have been applied not
only to military information systems, but
also to the commercial world.OJ

Note

1. PEO STAMIS has since been re-desig-
nated as the United States Army
Program Executive Office for Enter-
prise Information Systems. In this arti-
cle, we retain the designation in use at
the time of the study.

On-Line Article

The on-line version of this article also
contains a table of the complete Deploy-
ment [Process_Maturity and an

Interview]Questions/Response Form.

www.stsc.hill.afmil 19



forbes_model.html
forbes_interview_questions.html

Commercial and Military Applications Meet

James A. Forbes,
Ph.D., is a senior
research fellow at the
Logistics Management
Institute. He is a certi-
fied professional logis-
tician with more than 25 years of expe-
rience analyzing policy, technology,
acquisition programs, and total owner-
ship costs; researching operations; and
supervising operational logistics. He
has extensive experience assessing the
effects of technology on organizations
and managing technology-driven
change. Forbes has been a principal
researcher in a number of studies of
functional strategies for logistics-relat-

About the Authors

Maj. Kurt Bodiford is
a career Army officer.
He is a graduate of the
United States Military
Academy and is con-
cluding graduate stud-
ies at Johns-Hopkins University.
Bodiford’s experience as an operations
research/systems analyst was of signif-
icant value during his one-year fellow-
ship at the Logistics Management
Institute where he was a major con-
tributor to the study described in this
article. He is currently serving on the
Department of the Army Staff in the
Joint Requirements and Assessments
Division.

1 Emanuel R. Baker,
| Ph.D., is a principal
and co-founder of
Process Strategies, Inc.,
§a Los Angeles- and
Maine-based software
process management consulting firm.
He has 30 years of software develop-
ment, management, and consulting
experience. His areas of expertise
include software process assessments,
software systems engineering, soft-
ware configuration management, soft-
ware quality assurance, software test,
and requirements management, as well
as training in these disciplines. Baker is
a SEl-authorized lead assessor for

ed information systems. He is also
leading projects for managing data and
knowledge.

US Army G-8

Logistics Management Institute
2000 Corporate Ridge
McLean, VA 22102-7805

Phone: (703) 917-7572

Fax: (703) 917-7518

E-mail: jforbes@Imi.org

DAPR-RMI-S]

Deputy Chief of Staff for Programs
JROC Management Office
ATTN: MAJ Kurt Bodiford

700 Army Pentagon

Washington, DC 20310

Phone: (703) 692-4490

Fax: (703) 692-5478

E-mail: kurt.bodiford@hqda.
army.mil

both CBA-IPI and SCAMPI®™ assess-
ment methodologies. He is co-author
of “Software Process Quality: Man-
agement and Control.”

Process Strategies, Inc.
10219 Briarwood Drive
Los Angeles, CA 90077
Phone: (310) 278-0856
Fax: (310) 550-1992
E-mail: erbaker@process-
strategies. com

GPS World

www.gpsworld.com

GPS World is an international, business-to-business monthly
journal that features news and applications of the global posi-
tioning system (GPS), the developing Galileo system,
Glonass, and related technologies. GPS World provides news
reporting and analysis of business and technology develop-
ments, marketing trends, and policy issues affecting the GPS
community. Its articles are targeted to design engineers, sys-
tems integrators, original equipment manufacturers, and
those experienced in high-precision GPS applications. The
site features current and past issues, descriptions of new prod-
ucts and services, and connections to other GPS-related Web
sites.

ISO

WWW.iS0.0rg

The International Organization for Standardization (ISO) is a
worldwide federation of national standards bodies from more
than 140 countries, one from each country. The ISO pro-
motes the development of standardization and related activi-
ties in the world with a view to facilitating the international
exchange of goods and services, and develops cooperation in
the spheres of intellectual, scientific, technological and eco-
nomic activity. It is the source of 1ISO 9000 and more than
13,700 international standards.

Defense Modeling and Simulation Office
www.dmso.mil/public

The Defense Modeling and Simulation Office (DMSO) is the
catalyst organization for Department of Defense (DoD) mod-
eling and simulation and ensures that modeling and simulation
technology development is consistent with other related initia-
tives. The DMSO encourages cooperation, synergism, and
cost-effectiveness among the modeling and simulation activi-
ties of the DoD components. The DMSO supports the
warfighter by leading a defense-wide team in fostering the
interoperability, reuse, and affordability of modeling and sim-
ulation and the responsive application of these tools to provide
revolutionary warfighting capabilities and improve aspects of
DoD operations.

autoid.org

wwwautoid.org

The goal of autoid.org is to keep end users, organizations, and
companies in the automatic identification and data collection
industry up to date with essential standards activities and tech-
nical information that can effect business decisions. The site
features new documents and news sections with information
from and links to the American National Standards Institute,
ISO, International Electrotechnical Commission, Inter-
national Committee for Information Technology Standards,
industry links, presentations, standards, and more.
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