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NOTE:
The acquisition environment has undergone several changes in the past year.  This appendix is a snapshot in time, and captures those publications current at the time of publication.  Some of the documents listed here are in revision, are expected to be superseded by new policy, or will be replaced by commercial guidance.  Additionally, some of the commercial standards listed as “draft” are expected to be finalized after the printing of this document.  To make sure you know about and have access to the latest standards and policy, either contact the appropriate office listed in Appendix A or look-up the information on-line (e.g., DoDISS, ISO, etc.) at the Web sites listed in Appendix B.
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3405.1

Computer Programming

Language Policy



(under revision)

• 

Establishes policy on programming

languages in developing and supporting all

DoD software

• 

Requires language selection be based on

life cycle cost analysis in order of

preference:  off-the-shelf application

packages, Ada, and other approved HOLs

• 

Mandates Ada for:  intelligence, command

and control, weapon systems, and all other

applications unless approved HOL has lower

life cycle costs

DoDD 5000.1

Defense Acquisition

March 15, 1996

• 

States policies and principles for all DoD

acquisition programs

• 

Identifies the DoD’s key acquisition officials

and forums

• 

Establishes a disciplined, yet flexible

management approach for acquiring quality

products that satisfy the operational user’s

needs

• 

Replaces DoDD 5000.1, dated 23 February

1991

• 

Cancels DoDI 5000.2, dated 23 February

1991

DoD 5000.2-R

Mandatory Procedures for

Major Defense Acquisition

Programs (MDAPs) and

Major Automated

Information Systems

(MAIS) Acquisition

Programs

March 15, 1996

• 

Establishes a simplified and flexible

management framework for translating

mission needs into stable, affordable, and

well-managed MDAPs and MAIS Acquisition

Programs

• 

Sets forth mandatory procedures for MDAPs

and MAISs, and for other than these (where

specifically stated)

• 

Serves as a general model for other than

MDAPs and MAISs

• 

Implements DoDD 5000.1

• 

Addresses the following:

- Acquisition management process

- Life cycle resource and cost estimates

- Integrated Product and Process

Development

- Systems engineering

- Logistics

- Test and Evaluation

- Defense Acquisition Board (DAB)

- Periodic reporting
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Automated Information

System Strategic Planning

•

Provides policy and responsibilities for AIS

strategic planning

•

Requires that AIS strategic planning

programs must interface with the existing

Planning, Programming, and Budgeting

System (PPBS)

DoDD 7041.3

Economic Analysis and

Program Evaluation for

Resource Management

•

Policy guidance and framework for

consistent application of economic analysis

on proposed DoD programs and projects

DoDD 8000.1

Defense Information

Management (IM) Program

•

Does not apply

 to computer resources and

services associated with a weapon system

or basic R&D activities

•

Does apply to IM resources and services

used for routine administrative and business

applications and C3I (unless exempted)

•

Organizational responsibilities

DoDD 8120.1

Life-Cycle Management of

Automated Information

Systems

•

Life cycle management policy

•

Organizational responsibilities

•

Procedures for life cycle management

DoDD 8320.1, 

DoD Data

Administration

•

Establishes policy for DoD data

administration

•

Provides definitions, concept,

responsibilities, and procedures to plan,

manage and regulate data within DoD

•

Authorizes the development of DoD

Information Resource Dictionary System

(DoDIRDS)

DoDD 8320.1-M-1

Data Element

Standardization

Procedures

•

Describes data administration procedures

including: general information on data

administration, data element concepts

(design, definition, and naming), data

element development, the standardization

approval process, and data element

maintenance


Table D-1  DoD Directives, Instructions, and Manuals (cont.)
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Department

of Defense Manual Cost

Analysis Guidance and

Procedures

• 

Provides guidance on the scope of the cost

analysis, the analytical methods to be used

in preparing cost estimates, and the

procedures and presentation of the

estimates to the cost analysis improvement

group

• 

Provides definitions for seven cost terms

and provides an understanding as to how

they relate to life-cycle cost categories, work

breakdown structure elements, and

appropriations

• 

Describes the requirements, objectives,

uses, and administration of the “

Visibility

And Management Of Operating And Support

Costs (Vamosc) Program.”

DoD 5010.12-L

Acquisition Management

System and Data

Requirements Control List

• 

AMSDL contains all source documents and

related DIDs cleared for use in defense

contracts by OMB

DoD Regulation 5200.1-R

Information Security

Program Regulation

•

Establishes DoD policies, standards, criteria,

and procedures for the security

classification, downgrading, declassification,

and safeguarding of information under

control of DoD

•

Applies to the protection of classified

information processed, stored,

communicated, displayed or disseminated

by automated systems

DoDD 5200.28,

Security Requirements for

Automated Information

Systems

•

Policy for AIS security

•

Organizational responsibilities

•

Definition of minimum security requirements

•

Procedures to determine minimum

computer-based AIS security requirements

DoDD 5205.2

DoD Operations Security

Program

•

Establishes the DoD Operations Security

(OPSEC) Program

•

Provides policy and assigns responsibilities

•

OPSEC program applies to DoD contractors

participating in the DoD Industrial Security

Program when the DoD component

concerned has determined that such

measures are essential for the adequate

protection of classified information with

respect to a specific contract

DoDD 7740.1

DoD Information

Resources Management

Program

•

Established the DoD Information

Management Program which coordinates

and integrates information management

functions

•

Provides policy, procedures, and

responsibilities for effective economic

acquisition and use of DoD information


Table D-1  DoD Directives, Instructions, and Manuals (cont.)
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Preparation of Statement

of Work

•

Covers 5 types of SOWs relating to

acquisition life cycle phases identified in

DoDI 5000.2

MIL-HDBK-347

Mission Critical Computer

Resources Software

Support

•

For use with DoD-STD-2167A

•

Definitions

•

Software support concepts

-

Software support agency (SSA) role and

charter

•

Pre-deployment software support

•

Post-deployment software support

MIL-HDBK-782

Software Support

Environment Acquisition

•

Provides common interpretation of

requirements, use of DoD-STD-1467, and

information needed to use it effectively

MIL-HDBK-805 (OM)

Microcomputer Software

and Hardware Guidelines

•

Updates and includes information about

trends, capabilities, and features of 16-bit

microcomputer technology.  Similar

information about 8-bit technology is also

retained in the OM version
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Engineering Drawing

Practices

•

Contains practices for preparation of

engineering drawings, format, and media

delivery

•

List

s requirements for drawings derived from

CAD

•

Provides definitions and examples of

drawing types to be prepared for DoD

•

Contains numbering, coding, and

identification procedures for drawings,

associated lists, and documents referenced

on the drawings

MIL-STD-498

Software Development

and Documentation

•

Merges DoD-STD-2167A and DoD-STD-

7935A to define activities and documentation

suitable for development of both weapon

systems and Automated Information

Systems

•

Includes all activities pertaining to sof

tware

development

•

Can be applied in any phase of the system

life cycle, and can be applied to contractors,

subcontractors, or Government in-house

agencies performing software development

•

Supersedes DoD-STD-2167A, DoD-STD-

7935A, and DoD-STD-1703(NS)

MIL-STD-499B

 (draft)

System Engineering



•

Primary systems engineering functions

•

Planning and implementation tasks

•

Role of systems engineering in the

development cycle

•

Test and evaluation requirements

•

Risk analysis and management

•

Systems engineeri

ng tools and models

MIL-STD-881B

Work Breakdown

Structures for Defense

Materiel Items

•

Establishes criteria governing preparation

and employment of WBSs for use during the

acquisition process

•

Definitions and requirements

•

Summary of WBSs and definitions for:

-  Aircraft systems

-  Electronics systems

-  Missile systems

-  Ordinance systems

-  Space systems

MIL-STD-882C

System Safety Program

Requirements

•

Provides guidance for developing a formal

safety program to be used for all DoD

system acquisitions

•

Purpose is to reduce mishap risks

throughout the life cycle of each system

•

Focuses on in-house and contractor efforts


Table D-3  Military Standards
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Configuration

Management

•

Consolidates and defines configuration

management requirements

•

Defines CSCI and HWCI requirements

•

Reviews configuration management

administration

•

Reviews configuration identification, control,

status accounting, and audits

DoD-STD-1467 

(Army)

Software Support

Environment

•

Establishes requirements for the contractor

to define a Developmental Software Support

Environment (DSSE) compatible with the

existing contracting activity’s Life Cycle

Software Support Environment (LCSSE)

•

Provides guidance on the rights in

documentation and software to be developed

•

Defines DSSE content, implementation, and

quality assessment requirements and how

they relate to the LCSSE

•

Contract data requirements and applicable

DIDs are listed

MIL-STD-1472D

Human Engineering

Design Criteria for Military

Systems, Equipment and

Facilities

•

Establishes ge

neral human engineering

criteria for the design and development of

military systems, equipment, and facilities

MIL-STD-1750A

Sixteen-Bit Computer

Instruction Set

Architecture

•

Defines the instruction set architecture for

airborne computers

•

Purpose is to establish a uniform instruction

set architecture for airborne computers

which will be used in Air Force avionics

weapon systems, to facilitate use and re-use

of available support software such as

compilers and instruction level simulators

MIL-STD-1801

User/Computer Interface

•

Human factors information on computer

input/output devices

•

Defines lexical elements

•

Describes declarations and types

MIL-STD-1840B

Automated Interchange of

Technical Information

Computer Acquisition and

Logistics Support

•

Standardizes formats for the exchange of

digital information between organizations or

systems necessary for the development and

logistical support of DoD systems throughout

their life cycle

MIL-STD-2002

Document Interchange

Format

•

Provides a standard set 

of codes needed by

vendors who are installing office automation

equipment for DoD activities

•

Defines the Document Interchange Format

(DIF) for use within communications

protocols

•

DIF transmission of data between devices

via an appropriate communications

methodology permitting transfer of a 7-bit

ASCII file in a transparent mode


Table D-3  Military Standards (cont.)
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DoD Trusted Computer

Evaluation Criteria

•

Provides evaluation methodology and criteria

for automated systems security

MIL-C-87232

Computational Systems,

Airborne

•

Guidance on digital computers r

uggedized

for airborne use

MIL-Q-9858A

Quality Program

Requirements

•

Requires contractors to have a quality

assurance program for all areas of contract

performance including: design, development,

fabrication, processing, assembly,

inspections, testing, maintenance,

packaging, shipping, storage, and site

installation

NCSC-TG 005

Trusted Network

Interpretation

•

Provides DoD Trusted Computer System

Evaluation Criteria (DoD 5200.28-STD) for

trusted computer/communications network

systems

•

Describes securit

y services that are used

with networks and includes: communications

integrity, denial of service, and transmission

security


Table D-3  Military Standards (cont.)
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Mission Needs and

Operational Requirements

•

Provides policies, procedures, and

responsibilities for identifying and approving

operational requirements which result in

research, development, T&E, or

procurement appropriations

•

Establishes policy that Air Force

organizations use a formal, coherent

process to identify, evaluate, and prioritize

the mission needs and operational

requirements that compete for limited

resources through the Department of

Defense (DoD) acquisition system

AFI 10-601

Mission Needs and

Operational Requirements

Guidance and Procedures

•

Implements AFPD 10-6

•

Provides guidance and procedures for

developing and processing Air Force

mission needs and operational requirements

that may result in funding with Air Force

appropriations

•

Describes how to prepare, validate, and

approve Mission Need Statements (MNS),

Operational Requirements Documents

(including the Requirements Correlation

Matrix) and Cost and Operational

Effectiveness Analyses (COEA).

•

Supersedes AFP 57-2

AFI 10-602

Determining Logistics

Support and Readiness

Requirements

•

Implements AFPD 10-6

•

Provides a framework for defining readiness

and logistics support requirements

throughout the system acquisition or

modification process

•

Attachment 9 Addresses Software Design

and Supportability Measures

AFPD 10-11

Operations Security

•

Sets Air Force policy

•

Assi

gns responsibilities and implements Air

Force operations security

AFI 10-1101

Operations Security

(OPSEC) Instructions

•

Implements AFPD 10-11, DoDD 5205.2,

CJCS Instruction 3213.01, 

Joint Operations

Security

, and all operations security

requirements for DoD Instruction 5000.2

•

In that OPSEC is one of the critical pillars in

C2W strategy, it also directly supports AFPD

10-7, 

Command and Control Warfare (C2W)

•

Provides the necessary instructions for all

Air Force personnel and supporting

contractors as they implement the OPSEC

concept and maintain OPSEC programs

•

Describes the OPSEC process, and, for the

first time, explores and directs the

integration of the OPSEC concept into Air

Force plans, operations and support

activities


Table D-4  Air Force Documents

[image: image9.wmf]AFI 16-110

US Air Force Participation

In International

Cooperative Research,

Development, and

Acquisition (ICRD&A)

•

Applies to all Air Force personnel who

prepare, manage, review or work with

International Cooperative Research,

Development, and Acquisition

•

Chapter 5, 

Defense Data Exchange

Program

, Paragraph 5.5, addresses

software vs. object code and source code

AFPD 33-1

Command, Control,

Communications, and

Computer (C4) Systems

•

Establishes policy for ensuring that C4

systems are acquired, operated, and

maintained in accordance with Air Force

objectives

AFI 33-101

Command, Control,

Communications, and

Computer Systems

Management Guidance

and Responsibilities

•

Implements AFPD 33-1

•

Provides management procedures for

commanders to ensure availability,

interoperability, and maintainability of C4

systems

•

Provides guidance for life cycle management

of C4 systems

•

Refers programs costing $5M or more,

involving development, or selected by HQ

USAF to AFI 10-601, DoDI 5000.2/AF Sup

1, and the Air Force 63-series publications

•

Includes guidance superseding that formerly

found in AFR 700-9, Vol I (

Information

Systems Standardization Program

) and Vol

II (

Information Systems Data Element

Standardization and Management Program

)

AFI 33-102

Command, Control,

Communications,

Computers, and

Intelligence (C4I)

Capabilities Planning

Process

•

Implements AFPD 33-1

•

Establishes management process for C4I

capability planning efforts

•

Provides guidance in applying policy,

standards, and resources to processes used

to develop and maintain capability planning

for C4I systems

•

Describes objective and process for C4I

capability planning

•

Implements DoDD 8000.1 and DoDD 7740.2

•

Includes guidance superseding that formerly

found in AFR 700-2 (C

ommunications-

Computer Systems Planning and

architecture

)

AFI 33-104

Base-Level Planning and

Implementation

•

Implements AFPD 33-1

•

Provides direction to C4I systems

developers

•

Provides guidance to activities requiring,

implementing, and supporting C4 systems

•

Defines management responsibilities when

program acquisition will cost less than $5M

•

Includes guidance superseding that formerly

found in AFR 700-4, Vol II (

Communications-

Computer Systems Acquisition and Major

Automated Information Systems Review

Requirements

)


Table D-4  Air Force Documents (cont.)
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Air Force Data

Administration Program

•

Implements AFPD 33-1

•

Provides guidance and procedures to

administer the Air Force Data Administration

Program

•

Applies to all Air Force organizations that

plan, design, model, synchronize,

standardize, and control Air Force data at all

echelons

•

Includes guidance superseding that formerly

found in AFR 700-20, Vol I (

Air Force Data

Dictionary (On-line)

) and Vol II (S)

(

Classified Data elements and Codes (U)

)

AFI 33-114

Software Management

•

Imple

ments AFPD 33-1

•

Incorporates procedures outlined in

Department of Defense (DoD) Directive

5200.28, Security Requirements for

Automated Information Systems (AISs),

March 21, 1988; and DoD Instruction

5000.2, 

Defense Acquisition Management

Policies and Procedures

, February 23, 1991

•

Identifies responsibilities for managing,

developing, maintaining, and implementing

Air Force computer software

AFPD 63-1, 

Acquisition

System

•

Establishes policies for the Air Force

acquisition system and ensures acquisition

of systems in accordance with public law,

appropriate instructions, and international

agreements

AFI 63-101

Acquisition System

•

Implements AFPD 63-1, DoDD 5000.1, and

DoDD 8120.1

•

Sets guidelines for implementing the Air

Force Acquisition System

•

Incorporates functional descriptions,

information, and procedures formerly in AFR

800-1

AFMCPAM 63-103

Software Development

Capability Evaluation

(SDCE)

•

Provides guidance for planning and

conducting an SDCE

•

Evaluation covers entire software

development process:

-  Systems and software engineering

-  Management

-  Quality

-  Product control

-  Organizational support

-  Tools

-  Facilities

-  Personnel experience and qualifications

•

Volume I:  provides detailed description of

SDCE methodology, including step-by-step

explanation of how to perform an SDCE

•

Volume II:  contains support material (e.g.,

examples, templates, forms, checklists,

briefing charts)
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Certification Of System

Readiness For Dedicated

Operational Test and

Evaluation

•

Pr

ovides a structured mechanism for

identifying and reducing risks associated

with transitioning from developmental test

and evaluation (DT&E) to dedicated

operational test and evaluation (OT&E)

•

Attachment 21 addresses software

AFP 63-503

Quality Assurance Of

Training Systems

Contracts

•

Implements AFPD 63-5, 

Quality Assurance

•

Gives general information and specific

guidance concerning Government contract

quality assurance (QA) and certain other

contract administration functions applicable

to training systems contracts

•

Chapter 4, Section D, addresses software

development and support

AFI 91-103

Air Force Nuclear Safety

Certification Program

•

Defines the process for certifying hardware,

software, and procedures used with nuclear

weapon systems

•

Section C, Paragraph 7 addresses software

AFM 91-118

Safety Design And

Evaluation Criteria For

Nuclear Weapon Systems

•

Outlines criteria to evaluate systems,

equipment, and software for nuclear safety

certification

AFI 99-101

Developmental Test And

Evaluation

•

Implements AFPD 99-1,

 Test and Evaluation

Process

•

Provides guidance and procedures for the

developmental test and evaluation (DT&E)

of Air Force systems

•

Chapter 5, Section E, Paragraph 5.25

addresses software testing

AFI 99-102

Operational Test And

Evaluation

•

Implements the OT&E policies outlined in

Department of Defense (DoD) Directive

5000.1, 23 February 1991; DoD Instruction

5000.2, 23 February 1991; DoD 5000.2-M,

23 February 1991; and AFPD 99-1

•

Provides

 guidance and procedures for

operational test and evaluation (OT&E) in

the Air Force

•

Addresses software and its support; includes

a typical supplement for software evaluation
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Test And Evaluation

Process

•

Implements AFPD 99-1,

 Test and Evaluation

Process

•

Directs and describes the Air Force Test and

Evaluation Process and its relationship to

the systems acquisition process within the

policies outlined in Department of Defense

(DoD) Directive 5000.1, 

Defense Acquisition

,

February 23, 1991; DoD Instruction 5000.2,

Defense Acquisition Management Policies

and Procedures

, February 23, 1991, with

Change 1; and Air Force Supplement 1,

Acquisition Management Policies and

Procedures

, August 31, 1993, with Change

1; and DoD 5000.2-M, 

Defense

 Acquisition

Management Documentation and Reports,

February 1991, with Change 1

AFM 99-104

Armament/Munitions Test

Process—Direction And

Methodology

•

Implements AFI 99-103, 

Air Force Test and

Evaluation Process, for Armament/Munitions

Test and Evaluation

•

Chapter 3

, Paragraph 19 addresses software

testing

AFP 172-4

The Air Force Budget

Process

•

Intended to serve as ready reference to

budget process

•

Discusses federal budget system and

provides overview of the budget process and

major players

•

Covers laws and rules, constitutional basis

for budget process, and forms of

Congressional action

•

Discusses phases of the PPBS cycle

including: timetable, process, roles played

by JCS and Air Force; budget enactment

and execution; Air Force appropriations and

funds

•

1987 

publication data — document is under

revision and will be reissued soon as

AFPAM 65-606

AFP 700-50, Vol. I

Air Force

Communications

Computer Systems

Architecture Overview

•

Contains a general overview of goals,

attributes, and key concepts for Air Force

communications-computer systems

architecture

•

Prescribed by AFR 700-2

AFP 700-50, Vol. II

Deployable

Communications

Computer Systems

•

Describes technical architecture for

deployable communications-computer

systems

•

Provides standards, interfaces, proto

cols

and planning guidance for developing

communications-computer systems planning

documents


Table D-4  Air Force Documents (cont.)
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Local Information Transfer

•

Introduces the Integrated Services Digital

Network concept of which the Local

Information Transfer is one structural block

•

Current technology and trends for moving

large volumes of digital data

AFP 700-50, Vol. V

Long Haul Information

Transfer

•

Describes the Air Force Communications-

Computer Systems Long Haul Information

AFP 700-50 Vol. VI

Integrated Systems

Control

•

Transfer architecture designed to support

command and control missions through all

levels of conflict

AFP 700-50, Vol. VII

Air Force

Communications-

Computer Systems

Architecture/Software

Architecture

•

Provides a framework for software life cycle

support, guidelines for using standards for

automated support tools for all aspects of

software management in systems, data

base, and applications software

•

User interface design and software

maintenance methodologies

AFSSI 5010

Computer Security in the

Acquisition Life Cycle

•

Provides guidance for ensuring computer

security (COMPUSEC) is considered and

included throughout the life cycle of

computer systems

•

Applies to computer systems developers,

purchasers, or program managers who

deliver systems to customers

AFSSM 5014

Multi-user Security Guide

•

Provides information on security of multi-

user computer systems

•

Provides general guidance and procedures

to security managers and users for using the

computer system

•

Applies to all Air Force military an

d civilian

personnel including the US Air Force

Reserve, Air National Guard, and Air Force

contractors who use, operate, or manage Air

Force computer systems and facilities

•

Implements DoDD 5200.28, DoD Manual

5200.28, DoD Standard 5200.28, DoD

Instruction 5215.2, Office of Management

and Budget (OMB) Circular A-130, Public

Law 100-235, AFR 56-1, and AFSSI 5100

AFSSI 5016

Embedded Computer

Systems Security

•

Provides general information on embedded

computer system security

•

Gives guidance and direction f

or individuals

and organizations who procure and develop

embedded computer systems


Table D-4  Air Force Documents (cont.)
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Deployable Computer

Systems Security

•

Provides Air Force security policy for

deployable and mobile computer systems

•

Implements AFR 56-1, 

Command, Control,

Communications, and Computer (C4)

Systems Security Policy

, and AFSSI 5100

AFSSM 5018

Risk Analysis

•

Summarizes Air Force guidance and outlines

procedures for conducting a risk analysis for

operational Air Force systems

•

Guide providing advice and informati

on

useful for performing a risk analysis

•

Implements AFR 56-1, and AFSSI 5100

AFSSM 5022

Network Risk Analysis

Guide

•

Summarizes Air Force guidance and outlines

procedures for conducting a network risk

analysis

•

Complements Air Force System Security

Memorandum, (AFSSM) 5018 which should

be used when nodes in the network need to

be accredited

•

Applies to all Air Force military and civilian

personnel including the US Air Force

Reserve, Air National Guard when published

in NGR(AF) 0-2, and Air Force contractors

who use, operate, or manage Air Force

computer systems and facilities

•

Implements DoDD 5200.28, DoD Manual

5200.28, DoD Standard 5200.28, DoDI

5215.2, Office of Management and Budget

(OMB) Circular A-130, Public Law 100-235,

AFR 56-1, and AFSSI 5100

AFSSI 5100

The Air Force Computer

Security (COMPUSEC)

Program

•

Prescribes the requirements for the Air

Force COMPUSEC program

•

Implements DoD Directive 5200.28, DoD

Instruction 5215.2, Office of Budget and

Management (OMB) Circular A-130; Public

Law 100-235; and AFR 56-1

•

Directs reader to various Air Force Systems

Security Instructions (AFSSI) and Air Force

Systems Security Memorandums (AFSSM)

for detailed procedures of the various

computer security areas

•

Supersedes AFR 205-16

AFSSI 5101

Computer Security in the

Air Force Acquisition

System

•

Outlines computer security (COMPUSEC)

policy and requirements for Air Force

computer systems under development or in

the acquisition process

•

Applies to computer system developers,

acquiring activities, and program managers

who deliver systems to customers
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[image: image15.wmf]AFSSI 5102

Computer Security

(COMPUSEC) for

Operational Systems

•

Provides COMPUSEC policy and

requirements for all automated information

systems (AIS) in the operations and support

phase of their life cycle

•

Implements Air Force Regulation (AFR) 56-1

and AFSSI 5100

Planning, Programming,

and Budgeting system

(PPBS) Primer 

[HQ

USAF/PEI]

•

Describes the current DoD and Air Force

Planning, Programming, and Budgeting

System (PPBS) as well as the organization,

responsibilities, and general procedures by

which they function, with the objective of

generating a better understanding of the

overall PPBS process

•

Quick reference tool supplementing various

OSD and USAF directives and instructions

covering the system

•

Explains how the Air Force conducts

business using the Resource Allocation

Process, supports the field commanders,

and interfaces with OSD

SAF/AQ Program

Element Monitor/Action Officer Handbook

,

developed by ANSER for use by SAF/AQ

personnel

•

Describes PEM/Action Officer

responsibilities

•

Provides useful background information on

organizational relationships [DoD, JCS, SAF,

Air Staff, PEOs, Congress (SASC, HASC,

SAC, and HAC)]

•

Provides overview of acquisition processes

including AFSARC, AFCAIG, and DAB

•

Discusses Air Force Budget process

[including Air Force & Financial Plan (F&FP);

POM; BES; enactment and apportionment;

money management; reprogramming; and

IWSM[

•

Provides guidance for developing selected

documentation
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[image: image16.wmf]AMCP 70-13

Software Management

Indicators

OPR:  HQ CECOM

Attn:  AMSEL-RD-SE-AST-SE

Fort Monmouth, NJ 07703

DSN 992-2117

AMCP 70-14

Software Quality

Indicators

OPR:  HQ CECOM

Attn:  AMSEL-RD-SE-AST-SE

Fort Monmouth, NJ 07703

DSN 992-2117
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[image: image17.wmf]FIPS 46-2

Data Encryption Standard

(DES)

•

The DES specifies an algorithm to be

implemented in electronic hardware devices

and used for the cryptographic protection of

sensitive but unclassified computer data

FIPS 48

Evaluation of Techniques

for Automated Personal

Identification

•

Describes methods for verifying the identity

of users seeking to gain access to computer

systems or networks via terminals

FIPS 57

Measurement of

Interactive Computer

Service Response Time

and Turnaround Time

•

Defines measures and methodologies for

measuring interactive computer network

service

FIPS 72

Measurement of Remote

Batch Computer Service

•

Defines measures and describes

methodologies for measuring remote batch

computer network service

FIPS 73

Security of Computer

Applications

•

Describes methods and techniques to

reduce the hazards associated with

computer applications

•

Describes different security objectives for a

computer application

•

Explains control measures

•

Identifies critical decisions at each stage in

the life cycle of a sensitive computer

application

FIPS 76

Planning and Using a Data

Dictionary System

•

Capabilities of a data dictionary system

•

Selection considerations

•

Guidance on pre

-implementation planning,

implementation, and operational use

FIPS 81

DES Mode of Operation

•

Supplements FIPS 46 in defining 4 modes of

operation specifying how data will be

encrypted and decrypted

•

Guidance on:

-  Electronic code book mode

-  Cipher block chaining mode

-  Cipher feedback mode

-  Output feedback mode

FIPS 83

User Authentication

Techniques for Computer

Network Access Control

•

Guidance on selection and implementation

of techniques for authenticating the users of

remote terminals to safeguard against

unauthorized access to computers and

computer networks
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[image: image18.wmf]FIPS 101

Life-Cycle Validation,

Verification, and Testing

of Computer Software

•

Presents an integrated approach to

validation, verification, and testing for use

throughout the software life cycle

FIPS 102

Computer Security

Certification and

Accreditation

•

Describes how to establish and carry out a

certification (i.e., the technical evaluation of

a sensitive application to determine if it

meets security requirements) and

accreditation (i.e., the official management

authorization for operation of the application)

program for computer security

FIPS 146-1

Government Open

Systems Interconnection

Profile (GOSIP)

•

Adopts GOSIP as the common set of data

communication protocols which enable

systems developed by different vendors to

interoperate and enable users of different

applications on these systems to exchange

information


Table D-6  Federal Standards (cont.)

NOTE:
The following table contains ANSI standards taken from a search of ANSI’s home page.
[image: image19.wmf]ANSI/IEEE 1044-1994

Classification for Software Anomalies

ANSI/NISO Z39.67-1993

Computer Software Description

ANSI/IEEE 1074-1992

Developing Software Life Cycle Processes

ANSI/ANS 10.3-1995

Documentation of Computer Software

ANSI/AIAA G-009-1991

Guide for Implementing Software Development

Files Conforming to DoD-Std-2167A

ANSI/IEEE 982.2-1988

Guide for the Use of Standard Dictionary of

Measures to Produce Reliable Software

ANSI/IEEE 1042-1987

Guide to Software Configuration Management

ANSI/IEEE 1016.1-1993

Guide to Software Design Descriptions

ANSI/IEEE 1062-1994

Recommended Practice for Software Acquisition

ANSI/IEEE 830-1993

Recommended Practice for Software

Requirements Specifications

ANSI/IEEE 828-1990

Software Configuration Management Plans

ANSI/IEEE 1016-1987

Software Design Descriptions, Recommended

Practice for

ANSI/IEEE 1002-1987

(R1993)

Software Engineering Standards, Standard

Taxonomy for

ANSI/IEEE 1219-1993

Software Maintenance

ANSI/IEEE 1045-1993

Software Productivity Metrics

ANSI/IEEE 1058.1-1987

Software Project Management Plans

ANSI/IEEE 983-1986

Software Quality Assurance Planning, Guide for

ANSI/IEEE 730.1-1989

Software Quality Assurance Plans

ANSI/IEEE 1061-1993

Software Quality Metrics Methodology

ANSI/AIAA R-013-1992

Software Reliability

ANSI/IEEE 1028-1988

Software Reviews and Audits

ANSI/IEEE 829-1983

(R1991)

Software Test Documentation

ANSI/IEEE 1008-1987

Software Unit Testing

ANSI/IEEE 1063-1989

Software User Documentation

ANSI/IEEE 1012-1987

(R1993)

Software Verification and Validation Plans

ANSI/IEEE 982.1-1988

Standard Dictionary of Measures to Produce

Reliable Software

ANSI/IEEE 1228-1994

Standard for Software Safety Plans

ANSI/IEEE 610.12-1990

Standard Glossary of Software Engineering

Terminology (Revision and Redesignation of

ANSI/IEEE 729-1983)
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NOTE:
The following two tables contain IEEE standards taken from a search of IEEE’s home page on the Web.

[image: image20.wmf]730-1989

IEEE Standard for Software Quality Assurance Plans

828-1990

IEEE Standard for Software Configuration Management Plans

(1-55937-064-5)

829-1983

IEEE Standard for Software Test Documentation (Reaff 1991)

830-1993

IEEE Recommended Practice for Software Requirements

Specifications (ISBN 1-55937-395-4)

982.1-1988

IEEE Standard Dictionary of Measures to Produce Reliable

Software

982.2-1988

IEEE Guide for the Use of IEEE Standard Dictionary of

Measures to Produce Reliable Software  . This standard is the

companion document to IEEE Std 982.1-1988.

990-1987

IEEE Recommended Practice for Ada as a Program Design

Language (Reaff 1992)

1002-1987

IEEE Standard Taxonomy for Software Engineering Standards

(Reaff 1992)

1008-1987

IEEE Standard for Software Unit Testing (Reaff 1993)

1012-1986

IEEE Standard for Software Verification and Validation Plans

(Reaff 1992)

1016-1987

IEEE Recommended Practice for Software Design

Descriptions (Reaff 1993)

1016.1-1993

IEEE Guide to Software Design Descriptions (1-55937-297-4)

1028-1988

IEEE Standard for Software Reviews and Audits

1042-1987

IEEE Guide to Software Configuration Management (Reaff

1993)

1044-1993

IEEE Standard Classification for Software Anomalies (1-

55937-383-0)

1045-1992

IEEE Standard for Software Productivity Metrics (1-55937-

258-3)

1058.1-1987

IEEE Standard for Software Project Management Plans (Reaff

1993)

1059-1993

IEEE Guide for Software Verification and Validation Plans (1-

55937-384-9)

1061-1992

IEEE Standard for a Software Quality Metrics Methodology (1-

55937-277-X)

1062-1993

IEEE Recommended Practice for Software Acquisition (1-

55937-385-7)

1063-1987

IEEE Standard for Software User Documentation (Reaff 1993)

1074-1991

IEEE Standard for Developing Software Life Cycle Processes

(1-55937-170-6)

1209-1992

IEEE Recommended Practice for the Evaluation and Selection

of CASE Tools (1-55937-278-8)

1219-1992

IEEE Standard for Software Maintenance (1-55937-279-6)

1228-1994

IEEE Standard for Software Safety Plans (1-55937-425-X)

1220-1994

IEEE Trial-Use Standard for Application and Management of

the Systems Engineering Process (1-55937-496-9)

1298-1992

(AS 3563.1-1991) Software Quality Management System, Part

1: Requirements (1-55937-221-4)

610-1990

IEEE Standard Computer Dictionary, Compilation of IEEE

Standard Computer Glossaries (1-55937-079-3)
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[image: image21.wmf]610.2-1987

IEEE Standard Glossary of Computer Applications

Terminology

610.3-1989

IEEE Standard Glossary of Modeling and Simulation

Terminology

610.4-1990

IEEE Standard Glossary of Image Processing and Pattern

Recognition Terminology

610.5-1990

IEEE Standard Glossary of Data Management Terminology (1-

55937-046-7)

610.6-1991

IEEE Standard Glossary of Computer Graphics Terminology

(1-55937-186-2)

610.7-1995

IEEE Standard Glossary of Computer Networking Terminology

(1-55937-498-5)

610.12-1990

IEEE Standard Glossary of Software Engineering Terminology

(1-55937-067-X)

610.12A-

1990

IEEE Standard Glossary of Software Engineering

Terminology-ASCII Version, 3.5" diskette with softbound text

(1-55937-084-X)

610.12B-

1990

IEEE Standard Glossary of Software Engineering

Terminology-ASCII Version, two 5.25" diskettes with

softbound text (1-55937-085-8)

610.12H-

1990

IEEE Standard Glossary of Software Engineering

Terminology-HyperCard(TM)  Stack, diskette only (HyperCard

v. 1.2 and up) (1-55937-083-1)

610.13-1993

IEEE Standard Glossary of Computer Languages (1-55937-

296-6)

754-1985

IEEE Standard for Binary Floating-Point Arithmetic (Reaff

1990)

1175-1991

IEEE Trial-Use Standard Reference Model for Computing

System Tool Interconnections (1-55937-197-8)

1278-1993

IEEE Standard for Information Technology-Protocols for

Distributed Interactive Simulation Applications, Entity

Information and Interaction (1-55937-305-9)

1295-1993

IEEE Standard for Information Technology-XWindow System-

Modular Toolkit Environment (1-55937-387-3)
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[image: image22.wmf]730.2

Apr-95, D5 Guide for Software Quality Assurance Planning

1044.1

Sept-95, D3 Classification for Software Anomalies

1074

D1.0 Developing Software Life Cycle Processes

1074.1

July-95, D2.2 Guide for Developing Software Life Cycle

Processes

1226.3

Dec-95, D6.0 Broad Based Environment for Test (ABBET) -

Software Interface for Resource Management

1226.4

Dec-95, D2.0 Broad Based Environment for Test (ABBET) -

Software Interface for Instrument Drivers

1387.2

Apr-95, D14a POSIX-System Administrator Part 2-System

Software Administration

1420.2

1995, D2.1 Software Reuse - Data Model for Reuse Library

Interoperability (BIDM)

1498

July-95, D3 Information Technology Software Life Cycle

Processes


Table D-9
Institute of Electrical and Electronics Engineers (IEEE) Standards in Development

NOTE:
The following table contains selected International Standards Organization (ISO) standards taken from a search of ISO’s home page on the Web.

[image: image23.wmf]ISO/IEC TR

10034:1990

Guidelines for the preparation of conformity clauses in

programming language standards

ISO 9127:1988

Information Processing Systems — User Documentation

and Cover Information for Consumer Software Packages

ISO/IEC DIS

14834

Information Technology — Distributed Transaction

Processing — The XA Specification

ISO/IEC DTR

11735

Information Technology — Extensions for Real-time Ada

ISO/IEC

14102:1995

Information Technology — Guideline for the Evaluation and

Selection of CASE Tools

ISO/IEC TR

9294:1990

Information Technology — Guidelines for the Management

of Software Documentation

ISO/IEC DTR

14399

Information Technology — Mapping of Relevant Software

Engineering Standards — Standards Relevant to ISO/IEC

JTC 1/SC 7 — Software Engineering

ISO/IEC DIS

10164-18

Information Technology — Open Systems Interconnection

— Systems Management: Software Management Function

ISO/IEC 13719-

1:1995

Information Technology — Portable Common Tool

Environment (PCTE) — Part 1:  Abstract Specification

ISO/IEC 13719-

2:1995

Information Technology — Portable Common Tool

Environment (PCTE) — Part 2:  C programming language

binding

ISO/IEC 13719-

3:1995

Information Technology — Portable Common Tool

Environment (PCTE) — Part 3:  Ada Programming

Language Binding

ISO/IEC 9945-

1:1990

Information Technology — Portable Operating System

Interface (POSIX) — Part 1:  System Application Program

Interface (API) [C Language]

ISO/IEC 9945-

2:1993

Information Technology — Portable Operating System

Interface (POSIX) — Part 2: Shell and Utilities

ISO/IEC DIS

9945-1

Information Technology — Portable Operating System

Interface (POSIX) — Part 1:  System Application Program

Interface (API) [C Language] (Revision of ISO 9945-1:1990)

ISO/IEC

8652:1995

Information Technology — Programming Languages — Ada

ISO/IEC

9899:1990

Information Technology — Programming Languages — C

ISO/IEC

11730:1994

Information Technology — Programming Languages —

Form Interface Management System (FIMS)

ISO/IEC

11430:19

Information Technology — Programming Languages —

Generic Package of Elementary Functions for Ada

ISO/IEC

11729:1994

Information Technology — Programming Languages —

Generic Package of Primitive Functions for Ada

ISO/IEC 13211-

1:1995

Information Technology — Programming Languages —

Prolog — Part 1:  General Core

ISO/IEC

12227:1995

Information Technology — Programming Languages —

SQL/Ada Module Description Language (SAMeDL)
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[image: image24.wmf]ISO/IEC DIS

14515-1

Information Technology — Programming Languages, Their

Environments and System Software Interfaces — Portable

Operating System Interface (POSIX) — Test Methods for

Measuring Compliance to POSIX — Part 1:  System

Interfaces

ISO/IEC TR

10182:1993

Information Technology — Programming Languages, Their

Environments and System Software Interfaces —

Guidelines for Language Bindings

ISO/IEC

12207:1995

Information Technology — Software Life Cycle Processes

ISO/IEC DIS

14143-1

Information Technology — Software Measurement — Part

1:  Definition of Functional Size Measurement

ISO/IEC

12119:1994

Information Technology — Software Packages — Quality

Requirements and Testing

ISO/IEC

9126:1991

Information Technology — Software Product Evaluation —

Quality Characteristics and Guidelines for Their Use

ISO/TR

9547:1988

Programming Language Processors — Test Methods —

Guidelines for Their Development and Acceptability

ISO 9000-

3:1991

Quality Management and Quality Assurance Standards —

Part 3:  Guidelines for the Application of ISO 9001 to the

Development Supply and Maintenance of Software


Table D-10  International Standards Organization (ISO) Standards (cont.)

