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CHAPTER 2  DoD Software Acquisition Environment

tc "<>"
CHAPTERtc "<>CHAPTER"
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DoD Software Acquisition Environmenttc "<>DoD Software Acquisition Environment"
CHAPTER OVERVIEWtc "<Head 3 (14)>CHAPTER OVERVIEW"

The world witnessed the awesome force of America’s Information Age weaponry during xe "Operation Desert Storm"Operation Desert Storm.  Smart weapon systems defended thousands of allies and saved as many lives.  Stealth aircraft, armed with smart munitions, made the surgical strike a dinner table buzz word.  Command and control systems orchestrated the largest, fastest deployment of military might and sensational battlefield tactics the world has seen.  All these systems shared a common, critical benefactor:  software.  The significance of software to DoD is incalculable.


With shrinking defense dollars as incentive and Operation Desert Storm as a baseline, DoD has modernized its concept of the battlefield and its plans to fight and win through increased reliance on software-intensive systems.  These systems provide the flexibility to adapt to changing threats and amplify force strength with the versatility and leverage needed to compete and win.  This places unprecedented demands on the acquisition community to equip the warfighter with dependable, maintainable, lethally accurate, software-intensive systems that are affordable and delivered on time.  As you learned in Chapter 1, Software Acquisition Overview, we have not always been successful in achieving this goal when it comes to software.  Changes needed in the way we procure these systems are reflected in DoD acquisition reforms.


In today’s Information Age, the commercial sector is the leader in advanced technologies.  With post-Cold War defense spending declining, there is a critical national need to merge the defense and commercial industrial bases.  In this chapter you will learn that DoD has made a commitment to doing business more like business by implementing commercial purchasing practices.  Defense-unique specifications and standards are not to be applied to future DoD acquisitions.  However, software poses an extra challenge.  The industry is still relatively immature as reflected in the high risk of producing quality software, on time, and within cost.  Therefore, where software is concerned, some waivers to the new acquisition reform mandates are to be implemented to minimize these risks and ensure our suppliers are successful in delivering world-class software-intensive systems to the warrior.

tc "<>"
CHAPTERtc "<>CHAPTER"
   tc "<>    "2tc "<>    2"
DoD Software Acquisition Environmenttc "<>DoD Software Acquisition Environment"
THE INFORMATION AGE HAS DAWNEDtc "<Head 2 (14)>THE INFORMATION AGE HAS DAWNED"
Software-intensive systems have forever changed the American military’s concept of the battlefield.  xe "Powell, GEN Colin L"General Colin L. Powell, former Chairman of the Joint Chiefs of Staff, wrote about his “toolbox” of software technology in an article for Byte magazine the year after the xe "Operation Desert Storm"Gulf War.

The xe "Information Age"Information Age has dawned in the armed forces of the US  The sight of a soldier going to war with a rifle in one hand and a laptop computer in the other would have been shocking only a few years ago.  Yet, that is exactly what was seen in the sands of Saudi Arabia in 1990 and 1991.  [POWELL92]
More important than the military hardware upon which it depends, our constantly changing arsenal of software distinguishes us from every other advanced military on the globe.  The character, disposition, capability, usability, interoperability, maintainability, and flexibility of these software-intensive systems gives us the technological edge to compete and win in an ever-changing volatile world environment.  You, as the next generation of managers, are entering an environment where DoD’s appetite for software is insatiable.  Why?  Because software accomplishes the following:

•
It provides the flexibility to adjust to previously unknown threats,

•
It allows us to do more with less,

•
It increases the capabilities of airmen, soldiers, sailors, engineers, managers, and battlefield commanders alike, and

•
It provides the versatility and leverage we need to compete and win.  [PETERSEN92]

We all remember xe "F/A-18 Hornet"F/A-18 Hornets blasting off carrier decks, xe "AH-64 Apache"AH-64 Apaches thundering over the desert, xe "M1A1 Abrams"M1A1 Abrams tanks rumbling over the sands, Cruise missiles homing in on targets, and xe "Patriot missile"Patriot missiles intercepting incoming enemy SCUDs.  All these pieces of hardware became overnight sensations.  But the real hero — the one that processed, analyzed, guided, distributed, and gave these systems their prowess — was the invisible, most powerful weapon we possess — our software!  [TOFFLER93]
[image: image1.png]



Figure 2-1  F/A-18 Hornet Blasting Off Deck of USS Saratoga
In a speech on the role of software in modern warfare, xe "Ludwig, Lt Gen Robert H"Lieutenant General Robert H. Ludwig, former HQ USAF/SC, explained that, “In Desert Storm men and machines went off to war with something the world has never seen...software.”  When modern weapons systems are referred to as being “smart,” it is because software provides their brains.  For instance, by retrofitting them with smart software-intensive components, even the I.Q.s of stupid bombs can be raised.  As Ludwig succinctly stated, the “Fly-by-wire xe "F-16 Fighting Falcon"F-16C...without software,” is nothing more than, “...a 15-million dollar lawn dart!”  [LUDWIG92]
[image: image2.png]



Figure 2-2  Without Software the F-16 Is Only a 15-Million Dollar Lawn Dart
The acquisition and management of software-intensive systems (hardware, firmware, software, documentation, and people) is a relatively new field of endeavor.  As recently as the Vietnam War, the xe "F-4 Falcon"F-4 Phantom used virtually no software in its weapon systems and software was used sparingly in other defense applications.  Back then software-intensive systems were characterized by big workhorse main frames, occupying large rooms, using thousands of watts of electricity, tons of air conditioning, punched card inputs, with long overnight turnarounds.  During the 1970s, the rapid evolution of sophisticated electronic circuitry gave us smaller processors producing more computing power for a fraction of the cost.  These advances, compounded by more demanding requirements, dramatically increased DoD’s software use.  Figure 2-3 represents a summary of Air Force and NASA software-intensive systems growth trends, illustrating a progressive increase in software systems size.
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Figure 2-3  Software-Intensive Systems Growth

Today, software accomplishes many functions formerly performed by specialized hardware, and in most cases, formerly impossible by hardware alone.  An example is the xe "B-2 Bomber"B-2 bomber.  To cut down on its radar profile (or cross-section), it has no vertical surfaces; e.g., it has no tail.  Software controls all the aircraft’s directional stability.  Another example is the automated flight controls on the xe "F-117 Stealth Fighter"F-117 stealth fighter.  More than any other system component, software makes stealth possible.  [DANE90]

Software’s significance continues to grow.  Take, for example, the xe "F-22 Advanced Tactical Fighter"F-22 which is scheduled for initial production in 1997, with full production deliveries after the year 2000.  [SMITH94]  80% of its functionality is dependent on software which comprises 30% of its engineering and manufacturing development (EMD) cost.  Software helped design it, is helping to build it, and will help fly it.  xe "Fain, Lt Gen Jim"Lieutenant General Jim Fain (USAF retired), while F-22 Program Director, described software’s importance when he said, “The only thing you can do with an F-22 that does not require software is to take a picture of it” [and today even the camera has software!]

[FAIN92]
Software not only helps us fight and win, it enables us to train and wargame.  Simulators used to train and models used by strategists, are enabled by software and sensors.  As xe "Busey, ADM James B., IV"Admiral James B. Busey, IV, (USN retired) claims, simulators relying on xe "Artificial intelligence (AI)"artificial intelligence (AI) software provide high density, fast, effective, and inexpensive ways for us to prepare the warfighter for possible far-flung encounters and unforeseen conflicts.  He explains that in future wars, there will be too much information, too widely spread, for any one individual or single unit to cope without help from intelligent software systems.  He says that, 

The Defense Department’s science and technology strategy places strong emphasis on synthetic environments using computing science for distributed interactive simulation.  Among computer sciences developments are automation and robotics; aided or automatic target recognition; and distributed command, control, and communications.  The fundamental concept of a machine that can process artificially sensed information, make optimal decisions based on this information and on well-defined objectives, and translate those decisions into actions is a guiding and unifying theme for research in all major aspects of this field.  [BUSEY95]  
Where databases merely store information, AI systems use information.  They treat data as knowledge — not just surface patterns, but meaningful information that has consequences, that makes things happen.  [HAYES93]  DoD uses AI models and simulators during concept exploration for new or upgraded weapon systems acquisitions to expand and evaluate the range of technical, operational, and system alternatives.  They are also used for test and evaluation exercises and for planning and decision aids to stretch the ability of commanders to train, plan, and employ their forces.  [BUSEY95]  For example, the projected fifth Navy xe "USS Seawolf (SSN 21) Submarine"Seawolf (a smaller, less expensive version than its predecessors) went on a test cruise through cyberspace in mid-May 1995.  Using simulation design software and a developed-in-house animation package, seven design/build teams put their vision of the future stealth submarine through its paces.  Engineers were able to assemble a software mockup of the Seawolf and analyze its anticipated performance characteristics in a virtual undersea environment.   Through their software models, design teams took their Navy customers on a cyberspace tour of the futuristic fly-by-wire vessel.  Similar to the design of the Boeing xe "Boeing 777"777 [see Chapter 1, Software Acquisition Overview], software is enabling shock-level tests (anticipated effects of different types of impact damage) to be run on various Seawolf components to determine where ruggedized, versus militarized, equipment can be used.

[ROOS95]

July 11, 1995 marked another successful example of how software saves time and test resources.  On that date the durability testing of the xe "C-17 Globemaster"C-17 airframe was completed under the full-scale engineering and manufacturing development (EMD) phase of the program.  60,000 simulated flight hours were logged — the equivalent of two design lifetimes — of which more than 17,000 simulated flights were conducted — the equivalent of a 60-year operational life.  Airframe loads simulating 25 different mission profiles, ranging from airdrops to short-field landings, were enacted by more than 260 software-intensive hydraulic actuators.  Movement data were processed and analyzed from over 1,000 strain gauges and deflection monitors.  Approximately 11% of the flight profiles were performed in the high stress environment of flight below 2,000 feet at speeds above 300 knots.  Several weeks ahead of schedule, EMD testing requirements for the C-17 detailed airframe specification were satisfied without leaving the ground.  [SMITH94]

[image: image4.png]



Figure 2-4  C-17 Aces EMD Phase with Simulated Durability Testing

DoD SOFTWARE DOMAINStc "<Head 2 (14)>DoD SOFTWARE DOMAINS"
To fully understand the impact of software on the DoD acquisition environment and the crucial role and critical demands of software management, you must have a basic grasp of DoD software domains and changing trends in the DoD acquisition process.  So, just what do we mean by “software?”  It is through the medium of software that humans are able to tell the computer’s electronic circuitry how we want it to behave.  However, a computer does not understand the language we speak as humans; it only understands electronic signals representing the xe "Binary number"binary numbers “0” and “1.”  The computer interprets groups of binary numbers as instructions (or data) and performs operations according to well-defined xe "Instruction set"instruction sets.  Software applications, therefore, are sets of related instructions performed to fulfill specific user needs.  Software, then, can be defined as
...the totality of applications usable on a particular kind of computer, together with the documentation associated with a computer or application, such as manuals, diagrams, and operating instructions.  [PARKER89]
Because software applications and data are intangible (they cannot be seen, touched, or felt), this definition has to include the documentation necessary to define the software and data in terms we can understand.
As you journey through these Guidelines, two major DoD software domains are discussed:  weapon system software and management information system (MIS) software.  Despite the different operational requirements of weapon system and MIS software, both domains perform the same functions in that they each collect, record, process, store, communicate, retrieve, and display information stored in or input to computers.  The guidance you find here is applicable to the acquisition and management of all software-intensive systems — whether weapons systems or MIS.  Differences in the development or management of software within the domains are the exception, not the rule, and will be brought to your attention as required.  Software subcategories within the two domains include the following:

•
Weapon systems software, comprised of,
•
Embedded software,

•
Command, control, and communication software,

•
Intelligence software, and

•
Any other software that is part of (or supports) a weapon system or its mission; and

•
Management information system (MIS) software, including:

•
Information system resources (ISR) software,

•
Automated information system (AIS) software,

•
Information resource management (IRM) software, and

•
All other non-weapon system software.
Weapon System Softwaretc "<>Weapon System Software"
xe "Weapon system"Weapon systems include aircraft, ships, tanks, tactical and strategic missiles, smart munitions, space-launched and space-based systems, xe "Command and control (C2) software"

xe "Weapon systems software:Command, control, and communications (C3)"command and control (C2), and xe "Command, control, and communications (C3) software"command, control, communications (C3), and xe "Command, control, communications, and intelligence"intelligence (C3I) systems.  xe "Weapon systems software"Weapon system software is classified as embedded, C3, C3I, and all other software that supports or is critical to the weapon system’s mission.  [ECSSP91]  Examples of weapon system software are the Aegis radar and fire control system and the software on the xe "B-2 Bomber"B-2 bomber.  B-2 bomber software, for instance, must oversee and coordinate avionics functions, surveillance, electronic countermeasures, smart munitions, and intelligence systems.  A common weapon system software requirement is xe "Real-time:Processing"real-time processing.  A real-time system performs several activities (or tasks), each of which must be completed by a specified deadline (e.g., radar signals, target positioning, weapon system status, etc.).  Some of these deadlines may be hard (or critical) while some may be soft (such as those based on average performance).  Missing a real-time hard deadline can result in catastrophic loss of system performance or even loss of life.  [OBENZA94]  Therefore, real-time software xe "Reliability"reliability requirements are often extremely demanding.  “The possible consequences of a worst-case failure in, say, a strategic weapon system dwarf those even for a nuclear power plant!”  [ZRAKET92]

Embedded Softwaretc "<Head 3 (14)>Embedded Software"
xe "Embedded software"Embedded software is that which is specifically designed into, or dedicated to, a weapon system as an integrated part of the overall system.  Embedded software functions as an integral part of the weapon system, and must be capable of satisfying the requirements for which it was designed or implemented; however, it does not readily support other applications without some form of modification.  An example of embedded software is the software contained within the electronic circuitry of a smart weapon.  The pilot can activate the go-no-go function allowing him to fire-and-forget his precision guided missiles.  He cannot access, control, or modify the onboard software that governs the munition’s radar, laser, and infrared guidance sensors or that activates the warhead.  [HUEY91]  

On the xe "F-16 Fighting Falcon"F-16, embedded software growth has been approximately one million lines-of-code per year since its avionics software evolved from the xe "F-111 Aardvark"F-111.  While the F-16’s embedded software components themselves are very complex, they are only the tip of the total effort needed to develop and field complex, software-intensive systems, as illustrated in Figure 2-5.

[ENGELLAND90]
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Figure 2-5  F-16 Embedded Software Iceberg

C3 Softwaretc "<Head 3 (14)>C3 Software"
xe "Weapon systems software:Command, control, and communications (C3)"Command, control, and communications (C3) software is the component of weapon system software that communicates, assimilates, coordinates, analyzes, interprets information, and provides decision support to military commanders.  Through advanced applications and computer technology, the C3 center aids commanders with their mission of exercising authority and giving direction to assigned forces.  It provides instantaneous situational assessment, allowing for advantageous, timely positioning and decision-making.  [JCS72]

[image: image6.png]



Figure 2-6  C3I Software Provides Secure Information to Tactical Operations

Intelligence Softwaretc "<Head 3 (14)>Intelligence Software"
xe "Weapon systems software:Intelligence (C3I)"

xe "Intelligence software"Intelligence software, often combined with a C3 system (C3I), plays an important role in times of conflict and national security emergencies.  It also maintains efficiency and responsiveness in day-to-day military operations.  Intelligence software provides fast, reliable, secure information giving continuity to tactical or strategic operations under all conditions.  It is designed to be dynamic and adapt to rapidly changing environments.  This software has the capacity for self-assessment through reliable warning functions that rapidly detect and react to threats or intruders.  Intelligence software is found in command facilities and communications, surveillance, tracking and warning, navigation, and decision support systems.  [WHITE80]

Other Weapon System Softwaretc "<Head 3 (14)>Other Weapon System Software"
A variety of software associated with every weapon system exists that is not embedded, C3, or intelligence, but is nevertheless integral and absolutely essential.  This software supports the weapon system and its mission.  It includes software that performs mission planning, training, simulation, maintenance, battle management, system development, program management, scenario analysis, data reduction, configuration management, logistics, security, safety, quality assurance, and the testing of software and equipment.  Examples of other weapon system software are the applications required to gather literally millions of data points generated during the ground and flight testing of any major developmental aircraft which is also required to aid in extensive data analysis and reduction.  Figure 2-7 illustrates the concept of other weapon system software.  [DSMC90]
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Figure 2-7  Other Weapon System Software (Not Embedded)

The xe "Ballistic Missile Defense (BMD)"Ballistic Missile Defense (BMD) program illustrates the extreme range of functional performance requirements demanded of other weapon system software.  BMD software controls surveillance, tracking, target detection and prioritization, weapons assignment, weapons control and guidance, system fault tolerance and fail-safe operations, network routing and management, security-access control, and damage assessment.
MIS Software (Non-Weapon System Software)tc "<Head 3 (14)>MIS Software (Non-Weapon System Software)"
While embedded systems relate to and interface with physical world entities, MIS systems relate to the information world and can have upwards of 3,000 interfaces with other MIS systems.  MIS software performs the functions of systems operations and support not associated with a weapon system.  MIS manages administrative functions, such as accounting, payroll, finance, personnel, and similar information management activities.  MIS software is also the main choice for such applications as inventory control, mapping, and equipment and maintenance scheduling.  An MIS can access multiple, large databases of information where applications restructure existing data in a way that facilitates administrative operations or management decision-making.  This category includes non-weapon system software, also called information system resource (ISR), automated information system (AIS), and information resource management (IRM) software.  DoD relies heavily on commercially developed software for MIS applications.  Security requirements, however, cut across both weapon system and MIS software domains.
A major initiative in the area of MIS is the xe "Global Combat Support System (GCSS)"Global Combat Support System — Air Force/Base Level System Modernization Phase II [GCSS-AF (BLSM II)] program.  The goal of this program is to “obtain total systems integration services and products to modernize standard Automated Information Systems (AISs) into integrated systems that are responsive to Air Force needs during times of war and peace.”  [GCSS95]  With the RFP released in December, 1995, the program is in source selection and well on its way.  [For more information on the GCSS program, see the Standard Systems Group (SSG) Web page at the address listed in Volume 2, Appendix B.]
Acquisition Streamlining: 
A National Imperativetc "<Head 2 (14)>Acquisition Streamlining\:  



A National Imperative"
Although software-intensive systems have forever changed the American military’s view of the battlefield, they pose an unprecedented and monumental challenge to the acquisition corps tasked with supplying them to the warfighter.  As Alvin and Heidi Toffler explain in their book, War and Anti-War, the  future US military will be completely dependent on the third wave revolution of software-intensive information technology.  However, the software needed to penetrate this third wave era fails to meet their book’s basic mass production criteria for the second wave Industrial Age.  They state that most software in use by our military is neither reproducible nor interchangeable.  [TOFFLER93]  As you learned in Chapter 1, Software Acquisition Overview, the weak software link in the automation chain must improve substantially if information is to flow seamlessly across the command, intelligence, logistic, and fire control networks of the Force XXI battlefield.  As xe "Guenther, LGEN Otto"Lieutenant General Otto Guenther, Commander, US Army Communications, Electronics Command (CECOM), tells us, the future digitized Army “will be driven by software...and we just aren’t getting it right the first time.”  [GUENTHER95]

In his Report on the Bottom-Up Review, xe "Perry, SECDEF William J. Jr"Secretary of Defense William J. Perry, Jr., defined the forces we need to fight and win two nearly simultaneous major regional conflicts, while at the same time conducting smaller-scale operations and maintaining a committed presence overseas.  He also identified specific enhancements needed to bolster force capabilities, such as improvements in strategic mobility and the lethality of US firepower.  [GAO95]  In an interview with Forbes magazine, xe "Owens, ADM William A"Admiral William A. Owens, vice chairman of the Joint Chiefs of Staff, said the problem is getting more firepower out of less money by cutting DoD bureaucracy and pushing the four services to take full advantage of staggering advances in software-intensive technologies.  He said we must find ways to be more efficient in using our procurement dollars, because, “if we keep an eye on where America’s advantage lies, in high technology and quality people, leadership and training, then we will do well for our country and for our sons and daughters who have to fight our country’s wars.”  [OWENS95]

Decreasing Budgets — Increasing Software Demandstc "<Head 3 (14)>Decreasing Budgets — 
Increasing Software Demands"
According to the xe "General Accounting Office (GAO)"GAO, DoD is the largest buying organization in the world, spending about $80 billion annually to research, develop, and procure weapon systems.  DoD is accountable for over $1 trillion in assets with estimated outlays of $272 billion in Fiscal Year (FY) 1995 — approximately 50% of the federal government’s discretionary spending.  [GAO95]  We have produced many highly effective weapon systems.  There is, however, widespread agreement — among DoD, the defense industry, and the Congress — that [as you also learned in Chapter 1, Software Acquisition Overview] our process for determining weapon system requirements and procuring software-intensive-systems often is costly and inefficient.

Shrinking procurement funds, dwindling forces, and expanding missions are compounding these challenges for acquisition managers with post-Cold War defense structure and budget downsizing.  Over the past 10 years, the number of personnel in uniform has declined by 28% and a significant number of Army divisions, Air Force wings, and Navy ships have been removed from active service.  During the same period, the defense budget has fallen from $391 billion to $252 billion (in constant 1995 dollars) — a reduction of 35%.  [GAO95]  To emphasize the importance of software to DoD in light of budget declines, in FY92, DoD spent over $35.2 billion on software-intensive systems, $29.1 billion, or 83%, of which was for software alone.  xe "O’Berry, Lt Gen Carl G"Lieutenant General Carl G. O’Berry, former Air Force Deputy Chief of Staff (command, control, communications, and computers), tells us the FY95 software budget reached $42 billion  a 31% increase in just three years.

DoD’s New Order of Acquisitiontc "<Head 3 (14)>DoD’s New Order of Acquisition"
Laws and institutions must go hand in hand with the progress of the human mind.  As that becomes more developed, more enlightened, as new discoveries are made, new truths disclosed, and manners and opinions change with the change of circumstances, institutions must advance also, and keep pace with the times. 
— Thomas Jefferson, July 12, 1816
In a speech before the Armed Forces Communications and Electronics Association (AFCEA) conference, xe "Cohen, Senator William S"Senator William S. Cohen remarked that, “If we are to strive for a more efficient government, assess new threats on the horizon, and achieve what is truly possible in the areas of pilotless aircraft, electronic warfare, and battlefield technology management, we are going to have to reform how we buy and use information technology.”  [COHEN95]  To survive in the global marketplace, private sector industries know they must constantly modernize and upgrade their management practices to make themselves more productive and reduce costs.  Today, many federal agencies face the same reality.  DoD is a prime example of an agency facing the challenge of streamlining for efficiency and lowering costs while maintaining quality.  Over the past several years, DoD has been consumed with the need to reform how we spend our declining budget dollars.  The bottom line is we have to improve the way we provide the warfighter — in the trenches, in the cockpit, and on the bridge — the software they need, that works, is affordable, and delivered on time.  [BROWN95]

xe "Preston, Colleen"Colleen Preston, Deputy Under Secretary of Defense (acquisition reform), explained that acquisition reform is imperative because the system is antiquated and cannot keep up with modern day advances in technology.  She said, “This is the 10th year of a declining defense budget.  Technology is changing so rapidly that the [acquisition] system can’t keep up.  Look at information systems technology, which turns over on an average of every 18 months.  Yet, to process a simple Request for Proposal, not using small purchase procedures, takes an average of 90 days; a negotiated procurement, an average of 210 days; and a complex services contract to support one of our program management offices, an average of 300 days.  We can’t even get on contract before technology is obsolete.”  [PRESTON95]

Acquisition Reform Working Grouptc "<Head 3 (14)>Acquisition Reform Working Group"
In 1993, a coalition of eight defense and aerospace-related organizations formed an xe "Acquisition:Reform working group"Acquisition Reform Working Group to study the defense acquisition reform issue from a suppliers’ perspective.  (The working group included members from the xe "Aerospace Industries Association (AIA)"Aerospace Industries Association, xe "American Defense Preparedness Association"American Defense Preparedness Association, xe "American Electronics Association"American Electronics Association, xe "Contract Services Association"Contract Services Association, xe "Electronics Industries Association"Electronic Industries Association, xe "National Security Industrial Association"National Security Industrial Association, xe "Professional Services Council"Professional Services Council, Shipbuilders Council of America, and the US Chamber of Commerce.)  The group determined that the countless non-value-added requirements DoD imposes on its contractors adds 20% to 50% to DoD’s cost of doing business — limiting its buying power and precluding thousands of firms from doing business with the federal government.  The group concluded that, through excessive regulation and micro-management, DoD has jeopardized the financial health of the defense industry as a whole.  [SMITH94]  xe "Armstrong, C. Michael"C. Michael Armstrong, Chairman and CEO, Hughes Aircraft Company, said that his company experienced cuts of up to 30% with defense spending drawbacks.  He exclaimed that,

You’re all familiar with the recently completed Bottom-Up Review.  In the defense industry we have been involved in what I might call the Belly-Up Review — because that’s the consequence of failure.  [ARMSTRONG93]
Acquisition Reform:  A Mandate for Changetc "<Head 3 (14)>Acquisition Reform\:  A Mandate for Change"
In Defense Secretary xe "Perry, SECDEF William J. Jr"Perry’s February 1994 report, Acquisition Reform:  A Mandate for Change, he also recognized that American companies most dependent on defense business are laying off hundreds of thousands of workers.  These jobs will be gone for good unless former defense-only companies can convert to manufacturing commercial products.  If DoD does not aid in this conversion, by adopting procurement practices that encourage commercialization, it will lose access to the industrial base upon which it relies for technological superiority.

Perry explained that for years DoD pioneered technological advances in many areas — but today, the tables have turned.  Commercial technology advancements are outpacing DoD-sponsored efforts in many sectors key to military superiority (e.g., computers, software, integrated circuits, communications, and advanced materials).  From R&D to practical application and production, DoD simply takes too long.  The design cycle for commercial technology is approximately 3-4 years; in DoD it is 8-10 years.  Many of the advanced technologies DoD implements are grossly obsolete before even fielded.  Perry reasoned that to maintain our military superiority, we must gain access to commercial technologies more quickly and more economically than other countries.

Perry concluded that DoD acquisition reform coincides with our most important national goals:  saving the taxpayer money; reinventing Government; strengthening our military; and improving our economy.  To meet these goals, DoD must:

•
Rapidly acquire commercial and other state-of-the-art products and technology from reliable suppliers who employ the latest manufacturing and management techniques;

•
Assist in the conversion of US defense-unique companies to dual-use production;

•
Transfer military technology to the commercial sector;

•
Preserve defense-unique core capabilities (e.g., submarines, armored vehicles, and fighter aircraft);

•
Integrate, broaden, and maintain a National Industrial Base sustained by commercial demand but capable of meeting DoD needs;

•
Adopt the business processes of world-class customers and suppliers (including processes that encourage DoD suppliers to do the same); and

•
To the maximum extent practicable, stop placing government-unique terms and conditions on its contractors.
Federal Acquisition Streamlining Act of 1994tc "<Head 3 (14)>Federal Acquisition Streamlining Act of 1994"
On October 13, 1994, xe "Clinton, President Bill"President Bill Clinton signed the xe "Federal Acquisition Streamlining Act of 1994"Federal Acquisition Streamlining Act of 1994, Public Law 103-355, which was designed to create a more equitable balance between government-unique requirements and the need to lower the Government’s cost of doing business.  According to Norm Augustine, former Under Secretary of the Army and Lockheed Martin Corporation CEO, this legislation is “the first successful initiative in memory to reform the much-maligned defense acquisition process.”  [AUGUSTINE95]  Dr. xe "Kaminski, Paul"Paul Kaminski, Under Secretary of Defense (acquisition and technology), claims that, “The Acquisition Streamlining Act of 1994 is the most significant change in law affecting procurement in five decades.  It will transform the way we buy goods and services.”  [KAMINSKI94]
The Act emphasizes increasing Government-wide reliance on the use of commercial practices, goods and services; streamlining the rules and regulations that govern high-volume, low-dollar contracting activities; and increasing contracting opportunities for small business.  [DRELICHARZ94]  The Act prescribes that the Government must first consider the purchase and use of commercial items, and then nondevelopmental items (NDI).  Only when it is determined that neither of these items are available can the Government consider procuring specially-designed, government-unique items.  The Act lifts many formerly rigid provisions and allows DoD to follow business practices so that its suppliers do not need separate production lines — one for defense and one for commercial products.  As Kaminski noted, “We have turned the system upside down...now we must tell the contractor what we need the system to do, not how to do it.”  [KAMINSKI94]  The Act also establishes a xe "Federal Acquisition Computer Network"Federal Acquisition Computer Network that contains an automated list of what the Government wants to buy.  Suppliers will be able to submit proposals electronically, eliminating paper solicitation and paper contracts.

MilSpec and MilStd Reformtc "<Head 3 (14)>MilSpec and MilStd Reform"
To understand the acquisition reform taking place in DoD, one must understand that its fundamental purpose is to enhance and unify the commercial and defense industrial base by applying the most modern industrial products, processes, and practices to our acquisitions.  Remember, cost is the key driver in acquisition reform initiatives.  For software, this includes adapting the most modern methods and principles of software engineering [discussed in Chapter 4, Engineering Software-Intensive Systems].  In Chapter 13, Contracting for Success, many strategies for cutting software acquisition costs are introduced.  Increased user involvement throughout the development process, reuse, simplicity of design, open systems architectures, peer inspections, metrics, prototyping/demonstrations, and iterative/evolutionary system developments are all ways to reduce acquisition costs.

As discussed above, where DoD was previously the driving force, the commercial sector is now the catalyst behind the development of many high-tech industries.  [GARCIA94]  Thus, DoD must start doing business more like business by taking advantage of savings found in commercial-off-the-shelf (xe "Commercial-off-the-shelf (COTS) software"COTS) for all those software functions which can be fulfilled by those products.  The shift to COTS products will be easier for MIS than for weapon systems applications, and is going to require a change in the level of detail found in requirements specifications.  The acquiring organization must be willing to back off on over-specifying requirements, and actually reclassify many requirements as preferences driven by cost tradeoffs, the same way business does.
It also means moving away from requiring strict adherence to military specifications (MilSpecs) and standards (MilStds) in our acquisitions.  Granted, many of the MilSpecs and MilStds provide common, detailed, and precise descriptions essential to the Government and its suppliers in the execution of a contract.  But, as the February 1994 xe "Report of the Industry Panel on Specifications and"Report of the Industry Panel on Specifications and Standards states, just as many of them are misapplied, obsolete, redundant, or unnecessarily restrictive.  All these non-value-added requirements have increased the price the Government pays for goods and services.
In April 1994, the Office of the Under Secretary of Defense (acquisition and technology) issued the xe "Process Action Team:Report on Military Specifications and Standards (1"Process Action Team Report on Military Specifications and Standards.  This report concluded that by requiring contractors to comply with rigid military specifications and standards, DoD is paying a defense-unique premium for the goods and services it buys.  DoD has also been fighting an uphill battle in keeping some 31,000 MilSpecs and MilStds current with fast-paced changes in technology, the military mission, and threat environment.  The report states that as DoD’s budgetary and manpower resources are reduced, there is little hope MilSpecs and MilStds can be kept technically up-to-date with commercial practices, products, or standards.

Specifications & Standards — A New Way of Doing Businesstc "<Head 3 (14)>Specifications & Standards — 
A New Way of Doing Business"
In response to these and related concerns, xe "Perry, SECDEF William J. Jr"Secretary Perry issued the June 1994 policy memorandum, xe "Specifications & Standards — A New Way of Doing Bu"Specifications & Standards — A New Way of Doing Business.  [See Volume 2, Appendix C.]  Perry explained that the backbone of our military superiority rests in our ability to field the most superior, advanced technology.  To meet future DoD needs, we must increase our access to the high-tech commercial sector by reducing the requirements for MilSpecs and MilStds in our acquisitions.  DoD must make greater use of performance, commercial specifications, and standards in the procurement of all new systems, major modifications, and upgrades to current systems and nondevelopmental and commercial items.  [See Volume 2, Appendix D for a list of commercial software standards.]  If the use of a non-government standard is not acceptable or cost effective, a MilSpec or MilStd can be used, with an appropriate waiver from the xe "Milestone:Decision:Authority (MDA)"Milestone Decision Authority (MDA).
xe "Specification:Performance"

xe "Performance:Specification"Performance specifications.  According to the xe "Defense Standards Improvement Council (DSIC)"Defense Standards Improvement Council (DSIC), a performance specification is one that states requirements in terms of required results with criteria for verifying compliance — it does not describe how to go about achieving required results.  It defines the item’s functional requirements, the environment in which it must operate, and interface and interchangeability characteristics.  There are four types of performance-based specifications:

•
xe "Commercial item description (CID)"Commercial item descriptions (CIDs).  Guidance for CIDs is found in the GAO Federal Standards Manual, xe "DoD 4120.3-M"DoD 4120.3-M, Defense Standardization Manual, and in the xe "DoD SD-2"DoD SD-2, Buying NDI.  CIDs describe requirements in terms of function, performance, and essential form and fit requirements.  Many MilSpecs are cited as future candidates for CIDs.
•
xe "Specification:Guide"Guide specifications.  DoD 4120.3-M gives direction for guide specifications which standardize common functional and performance requirements for similar systems, subsystems, equipment, and assemblies.  The format of the guide specification forces the user to tailor the document to their specific application.  Many MilSpecs are cited as candidates for guide specifications.
•
xe "Performance:Standard performance specification"

xe "Specification:Standard performance"Standard performance specifications.  xe "MIL-STD-961C"MIL-STD-961C, Preparation of Military Specifications and Other Documents, is being expanded to include direction on the content and format of performance specifications for use in multiple applications.  Many MilSpecs are cited as future candidates for performance specifications.

•
xe "Specification:Program-unique"Program-unique specifications.  As of this publication, there is no formal guidance for program-unique specifications.  A rule of thumb is that they should be described in terms of “performance.”
NOTE:
The xe "DoD Index of Specifications and Standards (DoDISS)"DoD Index of Specifications and Standards (DoDISS) currently lists approved CIDs and guide specifications and has a section on standard performance specifications.  The xe "Acquisition Streamlining and Standardization Infor"Acquisition Streamlining and Standardization Information SysTem (ASSIST) is an on-line database (available to all DoD personnel) for tracking decisions about the MilSpec initiatives and standardization documents listed in the DoDISS.  [To subscribe, contact the Defense Printing Office at DSN 442-6257.  Also, you can view the DoDISS on the Web (see Volume 2, Appendix B for the Web address).  For current MilSpec and MilStd reform efforts, see the Web address in Appendix B for OSD (acquisition and technology) MilSpec and standards reform information.]
The Defense Standards Improvement Council (DSIC) has been tasked with identifying those software MilSpecs and MilStds, for which there are no acceptable commercial alternatives, which should have a blanket waiver to the Perry Memo.  Those currently tagged for blanket waiver review are performance specifications, interface standards, standard practices, reference standards, and data acquisition standards/specifications.  Until these blanket waivers are approved, you are advised to be intimately familiar with the current MilSpecs and MilStds relating to software development (especially those pertaining to xe "Process"process).  If you determine there are specific MilSpecs or MilStds that will significantly reduce your acquisition risk, you can “cite” them in your solicitation.  This citation is “for guidance only” — without the need for a waiver.  It acts as a means to communicate to bidders the types of requirements to which they should propose.
Remember, bidders are not restricted by xe "Perry, SECDEF William J. Jr"Perry’s Memo from proposing the use of MilSpecs and MilStds, which in some cases, are the commercial standard.  However, you need to be cautioned if bidders do not propose adequate commercial standards or the software MilSpecs and MilStds you cite as examples.  If this occurs, it is strongly recommend that you obtain the xe "Ada:Waiver"waivers for those software MilSpecs and MilStds that effectively mitigate your acquisition risk.  Also, if your solicitation is for the maintenance or enhancement of legacy software, you can require performance-based MilSpecs and MilStds (without a waiver) if no design change is required.  [The software MilSpecs and MilStds with which you should be familiar are listed in Volume 2, Appendix D.  Additional information can be obtained through the Web addresses listed in Volume 2, Appendix B.]
MIL-STD-498, Software Development and Documentationtc "<Head 4 (12)>MIL-STD-498, Software Development and Documentation"
xe "MIL-STD-498"MIL-STD-498, Software Development and Documentation, is the preferred standard for all DoD software development.  It has a blanket waiver exemption to the Perry Memo from the xe "Air Force Standards Improvement Executive"Air Force Standards Improvement Executive, the xe "Navy Standards Improvement Executive"Navy Standards Improvement Executive, and on a case-by-case basis by the Army.  It has been incorporated into an International Standards Organization (ISO) standard (ISO 12207) which has a US implementing standard, IEEE 1498.  MIL-STD-498 supersedes xe "DoD-STD-2167A"DoD-STD-2167A, xe "DoD-STD-7935A"DoD-STD-7935A, and xe "DoD-STD-1703"DoD-STD-1703 (NS).  It defines a set of activities and documentation suitable for all software-intensive systems:  weapon systems, C3 systems, and MIS.  MIL-STD-498 defines a process to follow and the skill level required for its implementation.  It is designed to be tailored to the type of software to which it is applied.  [See MIL-STD-498, Application and Reference Guidebook, for information on applying the standard.  See MIL-STD-498, Overview and Tailoring Guidebook, for guidance on tailoring.]
MIL-STD-498 is compatible with incremental and evolutionary development models, non-hierarchical design methods, and computer-aided software engineering (CASE) tools.  It provides:  alternatives to (and more flexibility in) documentation preparation; requirements for reusable software; guidance for software management indicators, metrics, and software supportability; and clear links to systems engineering.  It explains how systems designs are partitioned into units using appropriate development methods compatible with Ada.  Behavioral, architectural, and detailed designs for configuration items, as well as data bases, are also defined.  Contractors electing to use this standard are required to comply with security and privacy requirements.  The standard describes those software development activities which should be addressed in the contractor’s xe "Software Development Plan (SDP)"Software Development Plan (SDP).  How the contractor implements these activities, however, is at their discretion.  The items to include in the SDP are:

•
Software development methods (e.g., the use of systematic, documented methods),

•
Software products standards (e.g., a standard must be developed/adopted and applied to requirements, designs, code, test cases, test procedures, and test results),

•
Reusable software products (e.g., incorporation and development of reusable products),

•
Handling of critical requirements (e.g., assurance of safety, security, privacy, and other critical requirements),

•
Computer hardware resource utilization,

•
Recording rationale (e.g., key decisions made in specifying, designing, implementing, and testing software), and

•
Government review access (e.g., access to developer and subcontractor facilities, including software engineering and test environments).

DoD Policy on the Use of Adatc "<Head 4 (12)>DoD Policy on the Use of Ada"
As early as 1974, DoD attempted to change business-as-usual by curbing runaway software spending.  It did this by sponsoring the development of a standardized programming language, xe "Ada:Standardization"Ada.  Unfortunately, until Congress mandated its use for all DoD software developments funded in FY91 through the xe "Defense Authorization Act (1991)"1991 Defense Appropriations Act, Ada’s benefits were not fully appreciated and waivers to its use were commonplace.  A costly example was the xe "C-17 Globemaster"C-17 program, the most software-intensive air transport ever built.  Started before the DoD mandate, programming was allowed in six different software languages.  [See Chapter 1, Software Acquisition Overview, for a discussion on C-17 software problems.]

On August 26, 1994, Noel xe "Longuemare, Noel"Longuemare, acting Under Secretary of Defense (acquisition and technology), and xe "Paige, Emmett, Jr"Emmett Paige, Jr., Assistant Secretary of Defense (command, control, communications, and intelligence) issued the DoD Policy on the Use of Ada.  This was in response to the June 1994 Perry Memo [discussed above].  The Ada memorandum was issued to clarify that the Ada requirement does not conflict with the need to obtain a waiver for the use of MilStds.  As an ANSI, ISO, and FIPS standard, Ada 95 is a commercial and international standard that must be cited in your RFP as a required best practice for bidders.  If other than Ada is proposed, such proposals are required to provide strong justification that overall life cycle costs (not just development costs) will be less than with the use of Ada.  [For more information, see the new DoD 5000.2-Rxe  \i "DoD 5000.2-R"DoD 5000.2-R and revised xe "DoDD 3405.1"DoDD 3405.1.]

CHALLENGE!  
The documentation and sometimes special (i.e., unique to DoD) processes dictated by the xe "Military specification (MilSpec)"MilSpecs and xe "Military standard (MilStd)"MilStds are estimated to add 30% to the cost of major software-intensive systems acquisitions.  The xe "Perry, SECDEF William J. Jr:1994 Memo"Perry Memo directs you to forego the use of MilSpecs and MilStds in deference to “normal commercial practices.”  Your challenge is to assure that the sound software engineering principles and practices described in the MilSpecs and MilStds, and especially in the remaining pages of these Guidelines, are embodied in the “normal commercial practices” of the contractors/developers you employ.  In this regard, see in particular the discussion in Chapter 7, Software Development Maturity.
C4I for Warriortc "<Head 2 (14)>C4I for Warrior"
At the 1995 Software Technology Conference, Architecting the Information Highway for the Warrior, xe "Hekman, RADM John G"Rear Admiral John G. Hekman, former commander of the Naval Information Systems Management Center (NISMC), explained that because “all data is tactical, this requires a paradigm shift in how we architect and manage [our software-intensive resources.]  We must migrate towards the ultimate goal of complete data compatibility... and single interoperable solutions across all domains.  Our vision... for a joint common tactical picture...is for an open system community where every solution is interoperable, seamless, and transparent to the user.”  [HEKMAN95]

The need for interoperability, portability, reusability, and flexibility to accommodate changing threat environments was painfully apparent during the Gulf War.  Rapid force buildup during xe "Desert Shield"Operation Desert Shield and continuous movement of forces during xe "Operation Desert Storm"Operation Desert Storm greatly taxed our communications systems.  Before coalition forces could fight together, they first had to talk together.  Lacking a comprehensive joint architecture, forging together an integrated international communications network was close to impossible.  Significant interoperability issues surfaced among the friendly nations in the attempt to hurriedly piece together dissimilar equipment.  Interoperability was also an issue within the US military itself, which relied on several generations of incompatible analog and digital communication systems.  [WENTZ92]

To be useful, a software architecture must first include provisions for change, and second, be controllable and maintainable throughout the system’s life.  As xe "Fornell, Lt Gen Gordon E"Lt. Gen. Gordon E. Fornell (retired), former Commander, USAF Electronic Systems Center, stated in a cover letter to the report, Process for Acquiring Software Architectures,
The more substantial portion of maintenance cost is devoted to accommodating functional changes to the software necessary to keep pace with changing user needs.  Based on data we had reviewed, we also noted that systems with well-structured software were much better able to accommodate such changes.  [FORNELL92]
DoD now requires the acquisition of open system environments (OSEs) for all information systems, C3I systems, and strongly endorses this approach for avionics and embedded software applications to the maximum practical extent.  To enact DoD mandates about open systems, a new Joint Chiefs of Staff plan calls for the reorganization of DoD’s C4I infrastructure.  The plan, called “C4I for Warrior,” provides policy guidance on DoD information management into the 21st century and eliminates service-specific systems.  “The goal is 100% interoperability,” explained Major General Albert J. Edmonds while JCS Deputy Director for C4I Support.

[EDMONDS93]tc "<>DoD now requires the acquisition of open system environments (OSEs) for all information systems, C3I systems, and strongly endorses this approach for avionics and embedded software applications to the maximum practical extent.  To enact DoD mandates about open systems, a new Joint Chiefs of Staff plan calls for the reorganization of DoD’s C4I infrastructure.  The plan, called “C4I for Warrior,” provides policy guidance on DoD information management into the 21st century and eliminates service-specific systems.  “The goal is 100% interoperability,” explained Major General Albert J. Edmonds while JCS Deputy Director for C4I Support.  [EDMONDS93]"
Open Systemstc "<Head 3 (14)>Open Systems"
The xe "Open systems:Definition of"definition of an open system (e.g., IEEE xe "Standards:Portable Operating System Interface for UNIX (POSI"POSIX) is one that implements open specifications for interfaces, services, and supporting formats.  Open systems assure, provide, and are the basis for interoperability.  An open system enables properly engineered components to be utilized across a range of systems.  Minimal changes are required for the components to interoperate on local and remote systems and to interact with users in a style that facilitates portability.  An open system is characterized by:

•
Well-defined, widely used, non-proprietary interfaces/protocols;

•
Use of standards developed/adopted by industry-recognized standards bodies;

•
Definition of all aspects of system interfaces to facilitate new or additional capabilities for a wide range of applications; and

•
Explicit provision for expansion or upgrading through the incorporation of additional or higher performance elements with minimal negative impact on the existing system.  [OSA92]

An additional characteristic to consider is the open system’s “popularity.”  This is an important characteristic, and is even addressed in Section 11 of the FAR, which allows popularity as one factor in the evaluation of an open system.  [HOROWITZ95]

An open system xe "Open systems:Architecture"

xe "Architecture"architecture means the software is portable in the sense that its use is not dependent on specific hardware platforms or operating system software.  The major benefits of an open system architecture are:  (1) costs are reduced through information sharing, interoperability, and portability; (2) the possibility of using commercially-available software, or reusing software developed for other systems, is increased; and (3) change is easier to track throughout the software life cycle.  xe "Federal Acquisition Regulations (FAR)"FAR and DoD regulations governing hardware and software purchases emphasize the need for competitive procurements, discourage sole-sourcing, and encourage acquiring portable software that operates on hardware from different vendors.  In an interview with Government Computing News, xe "Paige, Emmett, Jr"Emmett Paige Jr., Assistant Secretary of Defense for C3I, commented on the interoperability issue.
The big issue with me is open systems.  Standards bodies are not the issue, although we need standards.  If no one is pushing for them, we won’t get them.  If you don’t have them, you won’t have anything but proprietary systems.  [PAIGE93]
Technical Architecture Framework for Information Management (TAFIM)tc "<Head 3 (14)>Technical Architecture Framework for Information Management (TAFIM)"
In 1993 DoD issued the TAFIM in final draft as the standard to which all DoD information systems architectures are to be built.  It provides a single framework for the integration of all DoD information systems, expanded opportunities for interoperability, portability, and scalability, and enhances the manageability of DoD information resources.  It applies to all DoD information system technical architectures at every organizational level and environment (i.e., tactical, strategic, sustaining base, interfaces to weapon systems).  The TAFIM’s goal is to achieve the evolution of a DoD-wide technical infrastructure by providing services, standards, design concepts, components, and configurations for specific system architectures.  It gives acquisition guidance, addresses transitioning to an open system environment, and is a living document that will evolve as technology evolves.  It is maintained by DISA and is available through DISA’s Online Standards Library and through the xe "Defense Technical Information Center (DTIC)"Defense Technical Information Center (DTIC).
The latest version of the TAFIM was put into effect by the March 30, 1995 policy memorandum, Technical Architecture Framework for Information Management (TAFIM), Version 2.0 [see Volume 2, Appendix C], signed by Emmett Paige, Jr.  This memorandum made TAFIM compliance mandatory for all new DoD information systems development and modernization programs and for all evolutionary changes to migration systems.  The TAFIM adopts the foundation of the IEEE POSIX P1003.3.0 Working Group as reflected in their Draft Guide to the POSIX Open Systems Environment (POSIX.0).  TAFIM, Version 2.0 consists of seven volumes, as illustrated on Figure 2-8.

[image: image8.wmf]
Figure 2-8 TAFIM Contents [DISA95]
•
Volume 1, Overview.  The Overview provides a detailed description of the technical architecture framework concept and guidance on using the technical architecture in information systems development.  It defines the relationships between information technology acquisition and DoD’s reuse programs.  The TAFIM contains five general layers/components:  Application Software Entity, Application Programmer Interface (API), Application Platform Entity, External Environment Interface (EEI), and External Environment.
•
Volume 2, xe "Technical Reference Model (TRM)"Technical Reference Model (TRM).  As illustrated on Figure 2-9, the TRM for information management describes services and interfaces and provides a profile of standards.
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Figure 2-9  TAFIM Technical Reference Model  [SENTERS95]
•
Volume 3, Architecture Concepts and Design Guidance.  This volume provides descriptions of layers, an interface service model, design concepts, and architectural guidance.

•
Volume 4, Standards-Based Architecture (SBA) Planning Guide.  The SBA Planning Guide gives direction for application of the xe "Architecture:Technical Architecture Framework"Technical Architecture Framework and provides a standard methodology for the development of technical architectures, as illustrated in Figure 2-10.  The starting point for SBA planning is the xe "Architecture:Architectural Modeling Framework"Architectural Modeling Framework, as illustrated on Figure 2-11.  It breaks the SBA into various components as they relate to strategic drivers.  Architectural principles reflect boundaries and requirements as dictated by DoD policy.  Functional requirements are addressed in work, application, and information architectures.  Existing technical requirements and the evolution/migration to future technologies are addressed in the technical architecture.

[image: image10.wmf]
Figure 2-10  Technical Architecture Framework  [DISA95]
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Figure 2-11  Architectural Modeling Framework [DISA95]
•
Volume 5, Program Manager Guidance.  Program manager guidance consists of lists of support services available from DISA for users of the TAFIM.  It provides words to include in an RFP to require the use of the TAFIM by contractors.  It also lists references for guidance on business process re-engineering, data modeling, and standardization.

•
Volume 6, DoD Goal Security Architecture.  DoD security goals specify security principles and target security capabilities for guiding the system security architecture, as illustrated in Figure 2-12.

[image: image12.wmf]
Figure 2-12  DoD Goal Security Architecture  [DISA95]
•
Volume 7, xe "Standards:Adopted Information Technology Standards (AITS)"Adopted Information Technology Standards (AITS).  Standards promote interoperability and portability and are the foundation for open systems.  The AITS identifies those standards selected for use DoD-wide.  The xe "Standards:Information Technology Standards Guidance (ITSG)"Information Technology Standards Guidance (ITSG) document provides detailed AITS guidance, rationale for AITS selection, and comprehensive descriptions of functions, standards, deficiencies, and alternatives.  It explains how an open systems environment must be defined in terms of technical requirements prior to the selection of standards to fit those requirements.  The ITSG also aids 

in the selection of suitable standards and lists only those needed for procurement.

•
Volume 8, xe "Human computer interface (HCI):Style Guide"Human Computer Interface (HCI) Style Guide.  The HCI Style Guide gives guidance on how a user interface should look and feel, as illustrated on Figure 2-13.
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Figure 2-13  Human Computer Interface (HCI) Style Guide  [DISA95]
Software Best Practices Initiativetc "<Head 2 (14)>Software Best Practices Initiative"
In response to the xe "Perry, SECDEF William J. Jr:1994 Memo"June 1994 Perry Memo, the Software Best Practices Initiative was instituted by xe "Longuemare, Noel"Noel Longuemare and xe "Paige, Emmett, Jr"Emmett Paige Jr., [see Volume 2, Appendix C].  This initiative was based on the fact that many effective practices exist for managing software — both in industry and Government.  However, their use and understanding are not widespread within DoD software acquisition programs.  Seven panels studied successful software programs in the public and private sectors to determine those practices characteristic to all programs and significant leverage items for success.  The goals of the initiative are to:

•
Focus the acquisition community on employing high-leverage software acquisition management practices,

•
Enable managers to focus more on their software development programs than on the regulations for purchasing those systems, and 

•
Change practices that deviate from the corporate and program cultures outside of DoD.

   [JONES94]
The Software Best Practices Initiative represents the collective efforts of nearly 200 software development and maintenance expert practitioners from the commercial and government world, industry leaders, software visionaries, and methodologists.  Table 2-1 lists the Worst Practices  identified and repackaged in the form of Project Caveats:

[image: image14.wmf]PROJECT CAVEATS

Don’t use schedule compression to justify usage of new technology on any time

critical project.



Don’t have the government mandate technological solutions.



Don’t specify implementation technology in the RFP.
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 approaches.



Don’t expect to recover from any substantial schedule slip (10% or more) without

making more than corresponding reductions in functionality to be delivered.



Don’t put items out of project control on the critical path.



Don’t expect to achieve large positive improvements (10% or more) over past

observed performance.



Don’t bury all project complexity in the software (as opposed to hardware).



Don’t conduct the critical system engineering tasks (particularly the

hardware/software partitioning) without sufficient software expertise.



Don’t believe that formal reviews provide an accurate picture of the project.

Expect usefulness of formal reviews to be inversely proportional to the number of

people attending beyond five.




Table 2-1 Software Acquisition Worst Practices

NOTE:
Listed in Chapter 16, The Challenge, “What to Do With a Troubled Program?” are a set of Breathalyzer questions, integral to the Best Practices, that can be used to identify those programs most likely to fail unless fundamental corrective management action is taken.
The Best Practices observed to be most frequently and successfully used in industry, deemed essential for DoD software development programs, include the following [as published in NetFocus the newsletter of the Software Program Managers Network, April 1995].
•
Formal xe "Risk:Management"risk management.  [See Chapter 6, Risk Management, for an in-depth discussion.]  The discipline of risk management is vital to the success of any software effort.  This discipline requires as a minimum:

-
Appointing a Risk Officer whose primary responsibility is risk management,

-
Compiling a database for all non-negligible risks,

-
Preparing a profile for each risk including: probability, cost impact, schedule impact, earliest expected visible symptom, action plan(s) to be invoked upon detection, and weighted contribution to risk reserve,

-
Continuously updating and monitoring risk plans to account for new potential and manifest risks,

-
Managing and controlling the integrity of information,

-
Managing technical, programmatic, supportability, cost, and schedule risks for the life of the system, and

-
Chartering all program personnel to be risk identifiers.

•
Agreement on xe "Interface"interfaces.  [See Chapter 14, Managing Software Development, for an in-depth discussion.]  To address the chronic problem of vague, inaccurate, and untestable specifications, a baseline user interface should be agreed upon across affected areas before beginning implementation activities.  This user interface must be developed and maintained as an integral part of the system specification, and updated only as necessary during development.  Included in the user interface description are:

-
Full census of inputs and outputs across the system boundary, and

-
Definition of each input and output down to the data element level.

-
For those programs developing both hardware and software, a separate software specification should be written with an explicit, complete interface description consisting of:

--
Full census of inputs and outputs between software and all externals, and

--
Definition of each input and output down to the data element level.

•
xe "Schedule:Tracking"Metric-based scheduling and tracking.  [See Chapter 8, Measurement and Metrics, for an in-depth discussion.]  Statistical quality control of costs and schedules should be maintained.  This requires early calculation of size metrics, projection of costs and schedules from observed empirical patterns of past results, and tracking of program status through the use of captured result metrics.  Use of a parametric analyzer or other automated projection tool is also recommended to track against initial and current cost/schedule baselines, and the number of changes to the initial cost/schedule baseline.

•
xe "Defect:Tracking"Defect tracking against quality targets.  [See Chapter 15, Managing Process Improvement, for an in-depth discussion.]  Defects should be tracked formally during each program phase.  Configuration management enables each defect to be recorded and traced to its removal.  In this approach, there is no such thing as a private defect, i.e., one detected and removed without being recorded.  Initial quality targets (expressed, for example, in defects per function point) as well as calculations of remaining or latent defects are compared to defects removed counts to track progress during testing activities.

•
Program-wide visibility of program plan and progress versus plan.  [See Chapter 15, Managing Process Improvement, for an in-depth discussion.]  The core indicators of program health or dysfunction should be made available to all program participants.  Anonymous feedback should be encouraged to enable bad news to move up and down the program hierarchy.

•
xe "Configuration management (CM)"Configuration management (CM).  [See Chapter 15, Managing Process Improvement, for an in-depth discussion.]  The discipline of CM is vital to the success of any software effort.  This discipline requires as a minimum:

-
Control of shared information,

-
Control of changes,

-
Version control,

-
Identification of the status of con​trolled items (e.g., memos, schedules), and

-
Reviews and audits of controlled items.

•
xe "Inspection, peer"Inspections, reviews, and walkthroughs.  [See Chapter 15, Managing Process Improvement, for an in-depth discussion.]  Peer reviews should be conducted at all design levels (particularly detailed designs), on code prior to unit test, and on test plans.

•
Binary quality gates at the inch pebble level.  [See Chapter 15, Managing Process Improvement, for an in-depth discussion.]  Completion of each task in the lowest level activity network needs to be defined by an objective binary indication.  These completion events should be in the form of “gates” which assess the quality of the products produced, or the adequacy and completeness of the finished process.  Gates may take the form of technical reviews, completion specific test sets which integrate or qualify software components, demonstrations, or program audits.  The binary indication is meeting a predefined performance standard (e.g., defect density).  Activities are closed only upon satisfying the standard, with no partial credit given.  [NOTE: Frequent software development organization product and process reviews are encouraged, and should not necessarily be directed or even attended by members of the government acquisition staff.]
•
People-aware management accountability.  [See Chapter 13, Contracting for Success, for an in-depth discussion.]  Both acquisition management and developer management must be accountable for staffing qualified people (i.e., those with domain knowledge and similar experience in previous successful programs), as well as for fostering an environment conducive to low staff turnover.

Software Program Managers Network Products and Servicestc "<Head 3 (14)>Software Program Managers Network Products and Services"
To accomplish Software Best Practices Initiative’s objectives, the xe "Software Program Managers Network (SPMN)"Software Program Managers Network (SPMN) provides specialized products and services, which include the following.  [For more information about the Software Program Manager’s Network, contact the customer service center listed in Volume 2, Appendix A or access the SPMN online at the Web address found in Appendix B.]
Trainingtc "<Head 4 (12)>Training"
Training provides an understanding of essential software acquisition best practices relevant to software practitioners and managers and the techniques for effectively implementing them.  The training mechanisms available from the Network are:

•
Direct satellite broadcast,

•
Video and audio tape guide series,

•
Intelligent tutoring system, and

•
Partnership with the Defense Systems Management College (DSMC).

The software acquisition core disciplines and techniques for implementing essential best practices include:

•
Software best practices series.
-
Software risk identification, mitigation, management techniques,

-
Signs of risks turning into problems,

-
Program task planning and scheduling,

-
Planning and baselining techniques,

-
Metrics collection and assessment,

-
Metrics based projection,

-
Earned-value cost, schedule monitoring techniques, and application tips,

-
Earned-value indicators and techniques,

-
Effective software estimation techniques,

-
Software aspects of work breakdown structure

-
Program visibility techniques,

-
Software management metrics,

-
Formal software development inspection techniques,

-
Software complexity analysis techniques,

-
Software test coverage,

-
Software configuration management,

-
Software organizational process improvement,

-
Quality assurance,

-
IV&V:  what’s effective,

-
Software safety and multilevel security,

-
The role of the independent testing community in software development,

-
Tailoring software specifications and documents,

-
Planning and conducting design and code walkthroughs,

-
Operational test criteria for software maturity, and

-
Other topics.

•
Lessons-learned series.

-
Software success stories from BSY-2,

-
Software success stories from F-22,

-
Software success stories from F/A-18, and 

-
Other lessons-learned.
•
Best practices tips and techniques.
-
How to eliminate unnecessary and expensive documentation,

-
Risk management realities and lessons-learned, and

-
Other tips and techniques.

•
Technical update series.

-
Software development strategies:  spiral, incremental, and evolutionary;

-
Survey of technology issues for software program managers;

-
I-CASE:  productivity, quality, breakthroughs, and cautions; and

-
Rate Monotonic Analysis for real-time systems.
•
Roundtable series.  Candid and unrehearsed discussions by panels of managers and practitioners on current issues, problems, and solutions.
•
Visit with the alchemist series.  The alchemists are industry visionaries, authors, and expert practitioners.  Each program provides viewers with the opportunity to call in their questions directly to their software sages.
•
Software contracting series.

-
Acquisition and contracting strategies, objectives, and techniques,

-
Structuring an RFP, and

-
Effective award-fee structuring, evaluation, and determinations.
Support Services and Productstc "<Head 4 (12)>Support Services and Products"
The Network provides expert help in program assessment and improvement, program simulation, guidebooks, and a means for program managers to share experiences.  Support services and products include the following.

•
Alpha Support Team.  This team of highly experienced software management experts provide program managers with independent program assessments.  These experts provide a refreshingly new perspective and help identify risks, hidden problems, appropriate metrics, and other paths to consider.  The support team’s findings and recommendations are private —provided only to the program manager who requested the support assessment; no indication is made of which programs have received or requested this support.
•
Guidebooks.  Based on actual program experiences, these guidebooks provide practitioners and program managers with practical guidance to effectively plan, implement, and monitor their programs.  Guidebooks now available or being developed include:
-
Methods for Managers.  Provides insight into managing, engineering, assurance, and reporting methods.  It addresses the need to develop a consistent program environment; guidance on how to develop, implement, and monitor adherence to policies, standards, and procedures; and tips to follow as program conditions change.
-
Risk Management and Control.  Provides insight into how to plan, organize, execute, and monitor an effective risk management program.  Includes the types of risks and indicators of occurrence that concern a government software manager.  The need to plan contingencies is also addressed.
-
Estimation and Scheduling.  Provides insight into how to estimate a program and how to schedule activities.  It addresses estimation techniques and what to do when expenditures exceed estimates.  It also addresses different schedule types, how to develop them, at which schedule levels a government software manager should be concerned, how to monitor schedules, and what to do when they slip.
-
Safety.  Provides insight into the planning, implementing, managing, and process control of large-scale software development and maintenance programs to assure safety requirements are reflected in the operational environment.
-
Configuration Management.  Provides insight into how to plan, organize, execute, and monitor an effective configuration management process.  Included are baseline management and control, and configuration management and control of shared program information not formally baselined.
-
Security.  Provides insight into the planning, implementing, management, and control of program security.  It also lists what to consider when defining and implementing program security requirements.
-
Product Assurance.  Provides insight into how to plan, organize, execute, and monitor the assurance aspects of a software program.  Included is software quality assurance, IV&V, integration and test, reviews and audits, program metrics, and corrective action. 
-
Software Program and Organizational Planning.  Provides insight into what types of reports to require; program factors to evaluate; what to look for; and what to do when problems are observed, suspected, or verified.
•
Program manager conferences.  The Network conducts symposia to collectively address specific software acquisition problems, and conducts workshops and conferences to identify and convey software acquisition best practices.
•
Best practices workshops.  An annual workshop of industry, academia, and government software practitioners to review, refine, and recommend software acquisition best practices.
•
Information exchange meetings.  The Network arranges and hosts periodic information exchange meetings for experienced program managers to present and discuss their lessons-learned and management methods.  Edited videotapes and audiotapes of these meetings are available to Network members.
•
Focus group.  This group of software practitioners and program managers advises the Network on effective training mechanisms and the sequence in which software disciplines should be taught.
•
Plans and templates library.  Software development plans and similar documents from a successful program can provide a useful “template” for others.  Library document categories include:

-
Program Plans

-
Software Development Plans

-
Risk Management Plans

-
T&E Plans

-
Source Selection Evaluation Plans

-
Metrics Collection and Analysis:  Policies and Practice Plans

-
Top Level Design Plans

-
Configuration Management Plans
•
Tools and literature evaluation.  Provides software practitioners and program managers with features and potential benefit summaries of newly published techniques and methods which enable software managers and practitioners to more efficiently and effectively develop, maintain, and manage large-scale software programs.
•
Lessons-learned Internet database.  Although software acquisition lessons-learned databases or historical chronicles exist at various DoD and government agencies, the Network is identifying these information sources and collecting and loading lessons-learned information into a centrally accessible user-friendly database.  This database will be available via Internet World-Wide Web.  [See Volume 2, Appendix B for a list of Web addresses.]  Key lessons from this database collection are conveyed in video/audio tapes and in the Network’s NetFocus newsletters.
•
PM simulation.  A computer-based, user-friendly method for presenting experiences, challenges, and opportunities derived from actual programs.  This simulation familiarizes program managers with management challenges and consequences of various alternative strategies and actions.
•
Technical book digests.  Provides abstracts of selected books on software or other areas as they impact the management, development, and maintenance of large-scale software systems.
SOFTWARE TECHNOLOGY SUPPORT CENTER (STSC) tc "<Head 2 (14)>SOFTWARE TECHNOLOGY SUPPORT CENTER (STSC) "
The xe "Software Technology Support Center (STSC)"Software Technology Support Center (STSC) was established in 1987, with a mission to assist USAF organizations in identifying, evaluating, and adopting technologies that improve software product quality, production efficiency and predictability.  Since that time, the STSC has provided technical evaluation and consulting services to Air Force and other DoD and federal agencies, including:  Air Combat Command, Air Mobility Command, Air Force Materiel Command, Air Force Space Command, Ogden Air Logistics Center, Oklahoma City Air Logistics Center, Warner-Robbins Air Logistics Center, the US Navy, US Special Operations Command, US Strategic Command, and the US Treasury Department.

STSC uses “technology” in its broadest sense to include processes, methods, practices, techniques, and tools that enhance human capability.  The STSC’s focus is on field proven technologies that benefit customers. STSC goes beyond identification and evaluation of technologies by providing hands-on help and guidance in incorporating technologies that increase the organization’s value.  [For more information about the STSC, or to request services and publications, contact the STSC Customer Service Center (see Volume 2, Appendix A for the phone number and address) or access the STSC online (see Volume 2, Appendix B for the Web address).]

Servicestc "<Head 3 (14)>Services"
The STSC provides five main services to its customers:

•
Development and access to Software Technology On-Line, a one-stop Web page on the Internet to access meaningful software information.  In addition to electronic access to STSC information, it provides pointers to resources across the nation designed to increase customer awareness and enhance understanding.  Started in 1989, Software Technology On-Line has over 5,000 registered customers.

•
Technical Evaluation Services provide experienced resources to help identify, pare down, evaluate, and select proven technologies to improve software production.  These services are provided on a cost recovery basis and take the form of research, validation, demonstration, evaluation, comparison, analysis, and recommendations.  The STSC specializes in Ada,configuration management, documentation, formal inspections, program management, process definition, re-engineering, requirements engineering, reuse, software design, software estimation, software measurement and metrics, software quality engineering, software testing, and software source selection.

•
Technical Consulting Services provide experienced engineers and resources to help customers assess, prepare, plan, apply, and effectively use software technologies.  These services are provided on a cost recovery basis and take the form of assessments, workshops, counsel, or full-blown programs.  The STSC offers experienced resources in the technologies mentioned above.

•
Development, publication, and distribution of xe "CrossTalk"CrossTalk — The Journal of Defense Software Engineering.  This official DoD publication features articles, reports, and opinions from the software community that instruct, inform, and educate its readers.  CrossTalk is free upon request and has a monthly circulation of 19,000.

•
Management and facilitation of the Software Technology Conference held annually in Salt Lake City, Utah.  This is DoD’s premier software event of the year.  The conference provides a forum for over 2,800 of the software community’s best and brightest to share lessons-learned in acquiring, developing, and supporting software-intensive systems.

THE GUIDELINES, SOFTWARE BEST PRACTICES, AND YOUtc "<Head 2 (14)>THE GUIDELINES, SOFTWARE BEST PRACTICES, AND YOU"
To date, these Guidelines represent the most comprehensive compilation of “software best practices” available anywhere — Government, academia, or industry.  Employ them, and you will be well on your way towards achieving DoD’s New Order of Acquisition.  Software best practices start with you, your acquisition, and your relationship with your contractor(s).  The first step in achieving our National goals is for you to become a world class xe "Customer"customer.
BE CAREFUL!
For software, commercial practice is not necessarily the best practice.  Likewise, some traditional government approaches to software development and management have not been the “best.”  These Guidelines are a first step in identifying the “best practices” for software development and management.  Use them with authority and a sense of purpose!
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